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EXECUTIVE SUMMARY 
This report examines the rise and 
entrenchment of digital authoritarianism 
in Egypt, spotlighting how the regime 
systematically reclaims and militarizes the 
digital space to suppress dissent and 
erode democratic freedoms. Digital 
authoritarianism in Egypt spans four key 
domains: restrictive legal frameworks, 
internet censorship, urban surveillance, 
and strategic digital information 
operations (SDIOs). 

Drawing on a wide array of sources— 
including academic literature, human 
rights reports, institutional data, and 
credible news coverage—the report 
demonstrates how the Egyptian 
government has aggressively expanded 
its control over digital life. This control 
includes deep surveillance tactics, the 
criminalization of online expression, and 
state-sponsored manipulation of digital 
discourse, all contributing to the 
shrinking of civic space and the violation 
of fundamental rights to privacy and free 
speech. 

The regime employs advanced tools such 
as Deep Packet Inspection (DPI), 
widespread website blocking, and 
targeted internet shutdowns to neutralize 
opposition. These repressive tactics are 
reinforced by an expansive legal arsenal 
that frames digital expression as a threat 
to national security—penalizing dissent, 
limiting VPN use, and compelling tech 
companies to align with government 
mandates. 

At the urban level, AI-driven CCTV 
networks and Smart City initiatives—often 
developed in partnership with Chinese 
and Western firms—create a pervasive 
surveillance infrastructure, enabling 
real-time monitoring of public behaviour. 
Meanwhile, through coordinated SDIO 
campaigns, the regime floods social 
media and state-aligned platforms with 
pro-government narratives, 
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systematically silencing alternative 
viewpoints. These operations blend 
defensive strategies (legitimizing the 
regime and quelling criticism) with 
offensive disinformation that 
delegitimizes opposition groups. 

The diffusion of these practices is not 
solely domestically engineered. Egypt’s 
digital authoritarian model is 
transnational in character, built through 
mechanisms of learning, emulation, and 
technological dependence. China has 
emerged as a central enabler, exporting 
both surveillance infrastructure and 
governance models. Yet, Western 
corporations—including Sandvine, NSO 
Group, FinFisher, and Nokia Networks— 
have also contributed significantly, 
supplying critical technologies that 
bolster Egypt’s repressive digital 
architecture, often with little regard for 
ethical implications. 

Egypt’s model of digital control illustrates 
a dangerous global trend: the 
normalization and globalization of digital 
authoritarianism, where regimes exploit 
emerging technologies and international 
complicity to entrench power, silence 
dissent, and undermine democratic 
norms. 

RECOMMENDATIONS 

To effectively counter the growing threat 
of digital authoritarianism in Egypt and 
beyond, a comprehensive, multi-pronged 
strategy must be adopted. The following 
recommendations highlight key 
interventions to safeguard digital 
freedoms, enhance democratic resilience, 
and hold both states and corporations 
accountable: 
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1. Strengthen International Cyber 
Norms and Regulatory Frameworks: 
Establish binding international standards 
and protocols to govern the use of digital 
technologies by states. These norms must 
explicitly prohibit mass surveillance, 
politically motivated internet shutdowns, 
and the deployment of spyware against 
civilians. Multilateral organizations—such 
as the United Nations, the European 
Union, and regional bodies—must play a 
central role in enforcing these norms 
through treaties, sanctions, and export 
control regimes that restrict the transfer 
of surveillance technologies to 
authoritarian regimes. 

2. Defend Digital Rights and Data 
Privacy at the National and Global 
Levels: Push for robust data protection 
legislation that empowers individuals and 
protects them from arbitrary state 
surveillance. Promote digital literacy 
campaigns and citizen awareness 
programs to strengthen public 
understanding of online rights and safety. 
Support grassroots civil society 
organizations, independent media, and 
digital rights defenders who expose 
abuses and advocate for open, secure, 
and rights-respecting digital 
environments. 

3. Enforce Corporate Accountability and 
Ethical Tech Governance: Hold 
technology firms—both domestic and 
transnational—legally and morally 
accountable for their role in enabling 
repression. Establish international 
watchdog bodies to investigate, 
name-and-shame, and penalize 
companies complicit in human rights 
violations through the export or 
maintenance of surveillance 
technologies. Implement mandatory 
human rights impact assessments for all 
technology exports to high-risk regimes 
and enhance supply chain transparency 
in the tech sector. 

4. Promote Strategic International 
Collaboration to Safeguard Digital 
Democracy: Strengthen multilateral 
coalitions of democracies to share 
intelligence, technological tools, and 
policy approaches for combating 
disinformation, propaganda, and 
transnational repression. Support 
cross-border investigations into Strategic 
Digital Information Operations (SDIOs) 
and develop joint early warning systems 
to detect digital repression tactics. Extend 
technical and legal support to countries 
resisting authoritarian encroachment into 
their digital spheres. 

5. Leverage Economic Incentives to 
Deter Authoritarian Partnerships: Use 
trade agreements, investment flows, and 
development aid as tools to condition 
engagement with states on the basis of 
their digital human rights records. 
Encourage private and public institutions 
to divest from companies involved in 
digital repression and prioritize 
investment in technologies that 
strengthen democratic institutions, 
secure communications, and civil society 
networks. 

6. Deploy Diplomatic and Legal 
Instruments to Challenge Repression: 
Utilize bilateral and multilateral 
diplomacy to pressure authoritarian 
regimes to reform their surveillance laws 
and practices. Sponsor UN resolutions, 
global forums, and high-level summits 
that spotlight digital repression and 
mobilize international consensus. 
Support international legal actions 
against regimes and actors who violate 
digital human rights, using forums such 
as the International Court of Justice (ICJ) 
and regional human rights courts. 
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7. Build Resilience Through Innovation 
and Empowerment: Invest in the 
development of privacy-preserving 
technologies, secure communication 
platforms, and censorship circumvention 
tools. Support the creation of local digital 
infrastructures that resist surveillance, 
especially in vulnerable democracies. 
Back innovation ecosystems that 
empower civic tech, independent media, 
and digital rights advocacy to thrive even 
under authoritarian pressure. 

Addressing digital authoritarianism 
requires more than reactive measures—it 
demands proactive, coordinated, and 
sustained global action. The 
recommendations above provide a 
roadmap for governments, international 
institutions, civil society, and the private 
sector to reclaim the digital domain as a 
space of freedom, accountability, and 
democratic possibility. 

In recent years, scholars have increasingly 
focused on the diffusion of 
authoritarianism (Ambrosio, 2010; Bank, 
2017), a process where authoritarian 
institutions, practices, policies, strategies, 
rhetorical frames, and norms spread from 
one regime to another (Ambrosio & 
Tolstrup, 2019). This phenomenon is 
particularly pronounced in the Middle 
East and Muslim World, where many 
countries exhibit authoritarian 
governance (Durac & Cavatorta, 2022; 
Yenigun, 2021; Stepan et al., 2018; Ahmed 
et al., 2023; Akbarzadeh et al., 2024; Yilmaz 
et al., 2024). 

The advent of the internet and social 
media in the developing world in the late 
2000s significantly empowered civil 
society and individual activists in these 
regions, creating an equalizing power 
between the state and society (Breuer, 
2012; Ruijgrok, 2017). The extensive use of 
these technologies by protesters led 
many to consider them as "liberation 
technology," facilitating anti-government 
movements across non-democratic 
countries (Diamond & Plattner, 2012; 
Ziccardi, 2012). 
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Initially, authoritarian governments 
struggled to control the digital sphere 
due to a lack of technical expertise and 
digital infrastructure. They often resorted 
to internet shutdowns, as seen in Egypt 
during the Arab Spring 2011 protests 
(Cattle, 2015). However, as digital 
technologies evolved, so did the 
capabilities of authoritarian regimes. 
Therefore, despite the internet's potential 
as a tool for liberation, its use by 
authoritarian regimes to disseminate 
propaganda, conduct surveillance, and 
control information has led to a new form 
of authoritarianism (Polyakova, 2019). 

This transformation is driven by 
advancements in artificial intelligence 
(AI), big data, and the widespread use of 
the internet, which have enabled 
unprecedented levels of surveillance and 
control. As Wael Ghonim, an Egyptian 
activist, has reminded us: “The Arab 
Spring revealed social media’s greatest 
potential, but it also exposed its greatest 
shortcomings. The same tool that united 
[people] to topple dictators eventually 
tore [us] apart through echo-chamber 
polarization, misinformation, toxic hate 
speech” (Gardels, 2019). 

Such widespread adoption of digital 
control measures has led to the 
emergence of "digital authoritarianism" 
literature (Polyakova & Meserole, 2019; 
Dragu & Lupu, 2021; Khalil, 2020; Lilkov, 
2020; Mare, 2020; Feldstein, 2019; Ahmed 
et al., 2023; Akbarzadeh et al., 2024; Yilmaz 
et al., 2024). This literature posits that as 
regimes leverage AI and other digital tools 
to monitor and control dissent, the need 
for policymakers and civil society 
organizations to counter these practices 
has become critical. The pessimism 
surrounding the potential of modern 
technology to undermine democracy is 
growing, with concerns about 
misinformation, data collection,  
surveillance, spread of conspiracy theories 
and propagation of authoritarian 
governance models 

(Radavoi, 2019; Stone et al., 2016; Bostrom, 
2014; Helbing et al., 2019; Damnjanović, 
2015; Yilmaz et al., 2025; Yilmaz & Shakil 
2025). 

In a poll conducted by Pew, almost half of 
participants believed that the “use of 
[modern] technology will mostly weaken 
core aspects of democracy and 
democratic representation in the next 
decade” (Anderson, 2020).. 

Extant literature mainly focuses on 
countries such as China and Russia and 
their technology companies facilitating 
and promoting digital authoritarian 
practices (Khalil, 2020; Taylor, 2022; Zhang, 
Alon, & Lattemann, 2020). Moreover, the 
literature has treated policies, norms, and 
technological tools in a general manner as 
phenomena analysing authoritarian 
regimes' use of tools like filtering and 
digital surveillance (Hellmeier, 2016; Xu, 
2021) and examining policies governing 
the internet (Kerr, 2018). However, policies, 
norms, and technologies cannot be 
separated as they are usually interlinked 
among government entities, private 
companies, and international 
organizations across global networks 
(Dragu & Lupu, 2021). Therefore, as Adler 
and Pouliot (2011: 5) stated, practices are 
“patterned actions that are embedded in 
particular organized contexts,” this study 
chose a more holistic analysis, 
Investigating norms, policies, and 
technologies employed by governments 
and non-state entities in an integrated 
manner. 

This report examines the digital 
authoritarian practices in Egypt (see 
Akbarzadeh et al., 2025) and the diffusion 
of these practices by investigating the 
norms, policies, and technologies 
employed by the Egyptian government. 
What we mean by diffusion is the process 
that Gilardi (2012: 454) describes as what 
“leads to the pattern of adoption, not the 
fact that at the end of the period, all (or 
many) countries have adopted the policy.” 
As such, diffusion refers to the use of  
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digital technologies by authoritarian 
regimes to surveil, repress, and 
manipulate populations (Feldstein, 2021). 
Therefore, diffusion does not necessarily 
require an absolute convergence of 
practices; rather, an increase in policy 
similarity across countries generally 
follows diffusion processes (Gilardi, 2010; 
2012), which we demonstrate here. Egypt, 
similar to other authoritarian regimes, 
utilize digital technology—often sourced 
from abroad, including from Western 
countries—such as the internet, social 
media, and artificial intelligence to 
maintain control and suppress dissent. 

We aim to understand how these 
practices spread and what can be done to 

counter them. Egypt, like other 
authoritarian regimes, have become 
adept at using sophisticated digital tool to 
monitor and control the internet rather 
than simply shutting it down. 
Technologies like DPI, “a type of data 
processing that looks in detail at the 
contents of the data being sent, and 
re-routes it accordingly” (Geere, 2012), 
allow for comprehensive network analysis 
and can be used for digital 
eavesdropping, internet censorship, and 
data theft (Bendrath & Mueller, 2011). This 
report will explore these dynamics in 
detail, providing a comprehensive 
analysis of the diffusion of digital 
authoritarianism in Egypt. 

Data Analysis of the Digital Space in Egypt 

Egypt, with a total population of 116 million by mid-2024 and a USD476.7 billion GDP as 
of 2022 (Worldometer, 2024), is considered one of the most important countries in the 
Middle East and has a wide influence on the Arab world. It was among the first 
countries to witness the Arab Spring Movement and go through dramatic changes in 
the political system. The internet played a significant role in this period and also in the 
aftermath of the military's cope in 2013. The table below shows the rise of internet 
usage in Egypt.  



6 

The brief political openings in the late 2000s and the early 2010s were fuelled by the 
internet and social media’s empowerment of social mobilization and the authoritarian 
regimes’ inability to control the digital sphere as they lacked technical expertise and 
digital infrastructure to rein in on the internet (Cattle, 2015). However, as the use of the 
internet was on the rise in Egypt, the government's efforts to control the digital space 
and impose more surveillance on people have been increasingly on the rise as well. 
Freedom House has reported a significant rise of government control on digital space 
in Egypt. The Freedom House Index shows that, on average, internet freedom has 
declined by about 40% in Egypt. 

Figure 2. Internet freedom decline in Egypt. 

Freedom House’s World Index shows that Egypt has experienced declines in freedom 
of expression and belief, associational and organizational rights, the rule of law, and 
personal autonomy and individual rights (Freedom House, 2022). As a result, Egypt 
scored 26 on a scale of 0 (least free) to 100 (most free) in 2020, according to Freedom 
House (2021). 
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Tracing the pattern of practising digital authoritarianism in the world indicates that 
China and Russia play a significant role in leading this conduct, setting an effective 
example for authoritarian regimes in the Middle East, including Egypt, to follow the 
same pathway. The table in Figure 4 shows how Egypt followed the pathway of 
Chinese and Russian legislation in imposing digital authoritarianism. 

Figure 4. Convergence on Restrictive Legal Frameworks 

The diffusion of digital authoritarian practice in Egypt is not limited to China. Many 
Western companies have contributed to providing the Egyptian government with 
sufficient technologies to impose control on digital space. The table in Figure 5 
provides details about the source of technologies used in Egypt. 

Figure 5. Egyptian State-Western Company Relations. 
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Digital Authoritarian Strategies, 
Policies, and Practices 
In this section, we explore a variety of 
strategies and policies the Egyptian 
government has adopted to impose a 
digital authoritarian regime in the 
country. The Egyptian government 
worked on four domains: restrictive legal 
frameworks, internet censorship, urban 
surveillance, and SDIOs. By leveraging 
these four domains, the Egyptian 
government has constructed a 
comprehensive system of digital 
authoritarianism. This system not only 
fortifies its grip on power but also serves 
as a blueprint for other authoritarian 
regimes seeking to exploit digital 
technologies to suppress dissent and 
maintain control. 

1. Restrictive Legal Frameworks 
Digital authoritarian regimes implement 
four main types of legal restrictions, and 
examples of all of these can be found in 
Egypt. First, laws that mandate internet 
service providers to establish systems for 
real-time monitoring and recording of 
traffic on their networks. This enables 
continuous surveillance of online 
activities. Second, legal frameworks that 
penalize online speech under the guise of 
protecting national identity, culture, and 
preventing defamation. This often results 
in the suppression of dissenting opinions 
and freedom of expression. Third, VPN 
Restrictions, which follow the lead of 
countries like China and Russia to ban or 
restrict the use of Virtual Private Networks 
(VPNs). While VPNs are technically legal in 
Egypt, many VPN servers and websites 
are blocked, hindering their practical use. 
Fourth, control over social media 
companies in various methods. Although 
Western social media sites remain 
accessible in Egypt, the government has 
introduced laws that increase its control 
over the content shared on these 
platforms. This is achieved by threatening 
social media companies with bandwidth 
restrictions and outright bans if they fail to 
comply with government requests. 
Moreover, Egypt’s 2018 Cybercrime Law 

requires foreign companies handling 
personal data within the country to 
designate a representative located in 
Egypt (Fatafta, 2020). 

Despite the Egyptian Constitution 
guaranteeing freedom of the internet to 
some extent (for example, Articles 57, 68, 
71, and 72), by prohibiting blocking 
websites, surveilling digital space, and 
harassing and prosecuting journalists and 
activists, the authorities continued to 
develop legislation in this direction and 
implement it on a large scale. Multiple 
legislations have been passed and applied 
to reach above goals. 

1-1. The “cybercrime law" in Egypt, 
signed by President Sisi in 2018, legalizes 
and reinforces the existing censorship 
and blocking of websites (Freedom 
House, 2021). The new law treats all social 
media accounts with more than 5,000 
followers as “media outlets,” making them 
eligible for censorship (RSF, 2018). The 
laws also mandated internet service 
providers to establish a system allowing 
real-time monitoring and recording of 
traffic on their networks (Privacy 
International, 2019). The cybercrime law 
criminalizes any form of speech that is 
against ‘national security’ which is 
defined so broadly that it covers “all that is 
related to the independence, stability, and 
security of the homeland and its unity and 
territorial integrity” and anything to do 
with the president’s office and all defence 
and security departments. The law 
permits the search of citizens' personal 
devices and social media accounts can be 
blocked without judicial authorization, 
ostensibly for disseminating “false” 
information or inciting unlawful activities 
(Manshurat, 2018).Article 2 mandates that 
service providers retain and store records 
of their information systems, including all 
user-related data, for a period of 180 days. 
This information must be made available 
to any government agency upon request. 
Article 7 outlines the procedure for 

https://sschr.gov.eg/en/the-egyptian-constitution/
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blocking websites that publish content 
deemed threatening to national security 
or detrimental to the country's security or 
economy. Article 9 grants the Public 
Prosecutor the authority to issue travel 
bans and bring individuals accused of 
violating Article 7 before the Criminal 
Court. 

The cybercrime law has led to increased 
penalties and harassment of journalists 
and activists on social media platforms 
(Freedom House, 2022). Consequently, 
there is minimal political opposition in 
Egypt, as expressing dissenting views on 
social media can lead to criminal 
prosecution and harsh punishments. 
Furthermore, there are significant 
restrictions and harassment of civil 
liberties, including freedom of expression, 
assembly, and the press. Security forces 
also engage in widespread violations 
against marginalized groups, including 
homosexuals and minorities, under the 
guise of national security concerns. 

1-2. Additionally, the Anti-Terrorism Law, 
passed in 2015, encompasses broad forms 
of criminalization and grants extensive 
powers to address electronic activities, 
including the arrest of journalists and 
activists, digital surveillance, and the 
closure and blocking of websites 

(Manshurat, 2020). Article 49 of this law 
empowers the Public Prosecution or 
relevant investigative authority to halt or 
block websites specified in Article 29 or 
any other aspect of online usage outlined 
in the legislation, as well as to confiscate 
devices and equipment used in the 
commission of such offenses. For 
instance, the Cairo Court of Urgent 
Matters issued an order to seize and 
freeze the assets, accounts, and 
properties of "Mustafa Mukhtar Mohamed 
Saqr," the president of "Business News," 
the company that owns the two Daily 
News Egypt websites 

1-3. Moreover, at the end of 2022, the 
Telecom Law amendments were made 
to expand telecommunication 
equipment restrictions (Rezk & Hashish, 
2023). Now, not only is the importation, 
manufacturing, assembly of such 
equipment prohibited without a permit, 
but also possession, use, operation, 
installation, or marketing is prohibited 
without obtaining permission from 
relevant authorities like the NTRA (The 
National Telecommunications Regulatory 
Authority) and national security agencies. 
The penalty for violating these 
requirements has been increased to a fine 
ranging from 2 million to 5 million 
Egyptian pounds. 

Photo: Dreamstime. 

2. Internet Censorship 

https://www.atlanticcouncil.org/wp-content/uploads/2015/09/Egypt_Anti-Terror_Law_Translation.pdf
https://www.tra.gov.eg/en/
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According to Access Now, a leading 
internet research organization, at least 182 
internet shutdowns occurred in 34 
countries in 2021 (Access Now, 2022). The 
Mubarak regime famously switched off 
the country’s internet during the mass 
protests in Cairo in January 2011. In recent 
years, however, internet shutdowns have 
been rare in Egypt. In 2018, the Egyptian 
Armed Forces ordered a region-wide 
shutdown of internet and 
telecommunication services in the Sinai 
Peninsula and adjacent areas during the 
army’s military campaign against 
ISIS-affiliated insurgents in the region 
(SMEX, 2018).One reason behind the 
reduction of internet shutdowns is that 
they are costly as they affect the delivery 
of essential public and private services 
and have been dubbed the Dictator’s 
Digital Dilemma (Hussain, Howard & 
Agarwal, 2011). Therefore, even when it is 
practised, the shutdown is limited to a 
certain location and typically lasts only a 
few days. According to Access Now 
(Hernández et al., 2023), no internet 
shutdown occurred in Egypt in 2021. 

Common methods of censorship, which 
Deibert et al. (2010) highlighted as “first 
generation” are filtering and site blocking, 
which became more common in the late 
2000s. IP blocking/filtering and DNS 
tampering are the common methods of 
filtering. IP filtering is used to block or 
filter objectionable content by restricting 
access to specific IP addresses. Freedom 
House reported in 2022 that Egypt was a 
not-free country in relation to the use of 
digital technologies, ranking it 27 out of 
100, identifying three major issues: 
obstacles to access, limits to contents, and 
violation of users’ rights (Freedom House, 
2022). 

Since the imposition of a “state of 
emergency” in Egypt in 2017 (Atlantic 
Council, 2019), which directly granted the 
authorities the power to impose 
censorship and monitor all forms of online 
communication, Egypt blocked over 500 

websites (AFTE Egypt, 2020). This includes 
independent news websites that publish 
articles criticising the Egyptian 
government, such as Mada Masr, 
Al-Manassa and Daily News Egypt, in 
addition to international news websites, 
such as Al-Jazeera, Al-Arabiya, and 
Huffington Post Arabic. The blocking also 
included well-known Egyptian blogs that 
had previously warned since Sisi took 
power that he was rebuilding an 
authoritarian regime. The banned blogs 
included Fahmi Huwaidi’s blog (including 
his column in Shorouk News), Jawdell’s 
blog, Manal’s blog, Alaa’s blog, Bahia’s 
blog, and Ahmed Gamal Ziada's personal 
blog. Manal and Alaa had previously won 
awards (Welle, 2005) from Reporters 
Without Borders. The blocking expands 
websites that provide content related to 
human rights and civil society, such as the 
website of Reporters Without Borders, the 
Arabic Network for Human Rights 
Information (ANHRI), the Egyptian 
Commission for Rights and Freedoms, the 
Journalists Against Torture Observatory, 
and the website of Human Rights Watch, 
one day after the organisation released a 
report documenting the systematic use of 
torture in prisons in September 2017. The 
blocking was not limited to news sites 
only but also went on to block 261 VPN 
and proxy sites, including “Tunnelbear,” 
“CyberGhost,” “HotspotShield,” and 
messaging application Signal. 

Censorship sometimes occurs via 
prosecution measures, which come in 
conjunction with punishing the authors 
or contributors. Egyptian authorities 
severely undermined media freedom and 
the right to access information and 
punished the publication of opinions on 
news sites and social media posts. For 
example, in February 2023, the Public 
Prosecution referred three journalists 
(Welle, 2023) from Mada Masr to trial in a 
case related to publishing a report 
alleging corruption in the pro-Sisi 
“Nation's Future Party,” and in June, the 
authorities blocked two independent 

https://freedomhouse.org/country/egypt/freedom-net/2022
https://www.atlanticcouncil.org/blogs/menasource/the-state-of-emergency-in-egypt-an-exception-or-rule/
https://www.accessnow.org/press-release/%D9%85%D8%B5%D8%B1-%D8%AC%D9%85%D8%A7%D8%B9%D8%A7%D8%AA-%D8%AD%D9%82%D9%88%D9%82%D9%8A%D8%A9-%D8%AA%D8%AF%D9%8A%D9%86-%D8%A7%D9%84%D8%AD%D8%AC%D8%A8-%D8%A7%D9%84%D8%A3%D8%AE%D9%8A%D8%B1-%D9%84%D9%85/
https://www.dw.com/ar/%D8%A5%D8%AD%D8%A7%D9%84%D8%A9-3-%D8%B5%D8%AD%D9%81%D9%8A%D8%A7%D8%AA-%D9%81%D9%8A-%D9%85%D8%AF%D9%89-%D9%85%D8%B5%D8%B1-%D9%84%D9%84%D9%85%D8%AD%D8%A7%D9%83%D9%85%D8%A9-%D8%A8%D8%B9%D8%AF-%D8%AA%D8%AD%D9%82%D9%8A%D9%82-%D8%B9%D9%86-%D9%85%D8%AE%D8%A7%D9%84%D9%81%D8%A7%D8%AA-%D9%85%D8%A7%D9%84%D9%8A%D8%A9-%D9%84%D8%A8%D8%B1%D9%84%D9%85%D8%A7%D9%86%D9%8A%D9%8A%D9%86/a-64851329
https://www.hrw.org/sites/default/files/report_pdf/egypt0917_web.pdf
https://x.com/jour_torture?lang=en
http://www.ec-rf.org/
https://anhri.net/?lang=en
https://rsf.org/en
https://www.dw.com/ar/%D9%85%D8%AF%D9%88%D9%86%D8%A9-%D8%AF%D9%84%D9%88-%D9%85%D8%B9%D9%84%D9%88%D9%85%D8%A7%D8%AA-%D9%85%D9%86%D8%A7%D9%84-%D9%88%D8%B9%D9%84%D8%A7%D8%A1-%D8%AA%D9%81%D9%88%D8%B2-%D8%A8%D8%AC%D8%A7%D8%A6%D8%B2%D8%A9-%D9%85%D9%86%D8%B8%D9%85%D8%A9-%D9%85%D8%B1%D8%A7%D8%B3%D9%84%D9%88%D9%86-%D8%A8%D9%84%D8%A7-%D8%AD%D8%AF%D9%88%D8%AF/a-1774501
http://shorouknews.com/columns/fahmy-howaidy
https://fahmyhoweidy.blogspot.com/
https://huffpostarabi.com/
https://www.aljazeera.net/
https://www.dailynewsegypt.com/
https://manassa.news/ar
https://www.madamasr.com/en/
https://afteegypt.org/blocked-websites-list-ar
https://afteegypt.org/blocked-websites-list-ar
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news websites, “Egypt 360” and “The 
Fourth Estate” (Access Now, 2023). In 
September 2023, security forces arrested 
two individuals from their homes in 
Menoufia and Mansoura governorates 
after they published tweets on the “X” 
website, supporting Tantawi and 
democratic change. In October 2023, the 
Supreme Council for Media Regulation 
referred workers (“x.com,” n.d.) at the 
independent media website “Mada Masr” 
to the prosecution, with the charge of 
“practising media activities without a 
license” and “spreading false news 
without verifying its sources.” 

Authoritarian regimes have tended to use 
more subtle and insidious forms of 
censorship, which also use surveillance 
techniques and rely on quasi-democratic 
legal mechanisms (Deibert & Rohozinski, 
2010). This has included using DPI 
surveillance technology acquired from 
Western and Chinese companies, which 
have become essential sources of 
diffusion of authoritarian practices. 
Companies such as Sandvine Corporation, 
a US-Canadian company, have provided 
tech to over a dozen countries, including 
Egypt. DPI is "a type of data processing 
that looks in detail at the contents of the 
data being sent and re-routes it 
accordingly" (Geere, 2012). DPI inspects 
the data being sent over a network and 
may take various forms of action, such as 
logging the content and alerting, as well 
as blocking or rerouting the traffic. DPI 
allows comprehensive network analysis. 
While it can be used for innocuous 
purposes, such as checking the content 
for viruses and ensuring the correct 
supply of content, it can also be used for 
digital eavesdropping, internet 
censorship, and even stealing sensitive 
information (Bendrath & Mueller, 2011). 

3. Urban Surveillance 

In addition to digital monitoring, the 

government has significantly expanded 
its surveillance capabilities within urban 
areas. Advanced surveillance systems, 
including extensive CCTV networks 
equipped with facial recognition 
technology, have been deployed. These 
systems are integrated with AI-powered 
analytics capable of tracking and 
identifying individuals, monitoring public 
gatherings, and analysing behavioural 
patterns. This pervasive surveillance 
infrastructure not only deters public 
dissent but also enables the rapid 
identification and apprehension of 
activists and protesters. 

Egypt has employed extensive 
surveillance technologies such as Smart 
City/Safe City platforms, facial recognition 
systems, and smart policing, as 
highlighted in the AI Global Surveillance 
(AIGS) Index. These technologies have 
been instrumental in suppressing 
democratic movements (Wheeler, 2017). 
During the 2010s, Egypt witnessed 
increased internet technology adoption 
and a concurrent decline in democratic 
practices. Data from the International 
Telecommunication Union (ITU) indicates 
a dramatic rise in internet usage in Egypt 
since 2019, which led the Egyptian 
government to more investment in urban 
surveillance. 

The aforementioned DPI technology 
acquired from the American company 
Sandvine/Procera Networks enabled the 
Egyptian government to monitor citizens' 
internet activities, hack accounts, and 
reroute internet traffic. This technology 
allows Telecom Egypt to spy on users and 
block human rights and political content 
(Marczak et al., 2018). Additionally, Egypt’s 
General Intelligence Service has 
conducted sophisticated cyber-spying 
operations on opposition and civil society 
activists by installing software on their 
phones, granting access to files, emails, 
GPS coordinates, and contact lists 
(Bergman, 2019). 

https://www.accessnow.org/press-release/%D9%85%D8%B5%D8%B1-%D8%AC%D9%85%D8%A7%D8%B9%D8%A7%D8%AA-%D8%AD%D9%82%D9%88%D9%82%D9%8A%D8%A9-%D8%AA%D8%AF%D9%8A%D9%86-%D8%A7%D9%84%D8%AD%D8%AC%D8%A8-%D8%A7%D9%84%D8%A3%D8%AE%D9%8A%D8%B1-%D9%84%D9%85/
https://www.hrw.org/ar/news/2023/12/18/egypt-violations-repression-upstage-presidential-vote
https://carnegie-production-assets.s3.amazonaws.com/static/files/AI_Global_Surveillance_Index1.pdf
https://www.applogicnetworks.com/
https://x.com/hrw/status/1719008193366700294
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Safe or smart cities are another policy that 
Egypt is undertaking in order to increase 
its urban surveillance capabilities. The 
“Smart” concept generally involves 
gathering large amounts of data to 
enhance various city functions. This can 
include optimizing the use of utilities and 
other services, reducing traffic congestion 
and pollution, and ultimately 
empowering both public authorities and 
residents. According to a Huawei report, 
“Safe cities are an essential pillar 
supporting the future development of 
smart cities” (Hillman & McCalpin, 2019). 
These cities deploy high-speed 
communication networks, sensors, and 
mobile apps to enhance mobility, 
connectivity, energy efficiency, service 
delivery, and overall resident welfare 
(Hong, 2022). Becoming “smart” typically 
involves harnessing troves of data to 
optimize city functions—from more 
efficient use of utilities and other services 
to reducing traffic congestion and 
pollution—all with a view to empowering 
public authorities and residents (Muggah, 
2021). With the advance of CCTV and AI 
technology, urban surveillance 
capabilities have grown exponentially 
over the past ten years. Dubbed “safe” or 
“smart” cities, these urban surveillance 
projects are “mainly concerned with 
automating the policing of society using 
video cameras and other digital 
technologies to monitor and diagnose 
suspicious behaviour” (Kynge et al., 2021). 

Egypt's most significant smart city project 
under the Sisi government is the New 
Administrative Capital (NAC) east of Cairo 
(Al-Hathloul, 2022). The NAC is designed 
with a full suite of smart/safe city 
solutions, including 6,000 CCTV cameras 
and a surveillance system by American 
company Honeywell, which monitors 

crowds, traffic congestion, theft, and 
suspicious activities and triggers 
automated alarms during emergencies 
(Mourad & Lewis, 2021). Honeywell also has 
contracts for Saudi Arabia’s NEOM 
megaproject. 

Huawei's presence in Egypt has also been 
growing. In 2018, Huawei signed a 
memorandum with Telecom Egypt to 
establish a $5 million data centre for a 
cloud computing network, aiming to 
develop one of the five largest cloud 
networks globally and the first in MENA. 
Egypt and Huawei are also negotiating to 
bring Huawei’s 5G infrastructure to the 
country (Blaubach, 2021). The surveillance 
infrastructure includes Schneider 
Electric’s EcoStruxure platform, which 
connects various systems for optimization 
and sustainability (Egypt Today, 2022). 

The development of smart city 
infrastructures has sparked controversies, 
with critics arguing that these 
technologies enable pervasive collection, 
retention, and misuse of personal data by 
law enforcement and private companies. 
The NAC, which is being built by China 
State Construction Engineering 
Corporation (CSCEC) (Al-Hathloul, 2022), 
has been driven by an attempt by the 
authoritarian Sisi government to isolate 
and protect itself from a revolutionary 
scenario that befell the Mubarak regime 
in 2011. By moving government offices 50 
km away from central Cairo and Tahrir 
Square, the regime aims to ensure its 
structures are safeguarded even during 
unrest. All the surveillance capabilities in 
the NAC will be further helpful in 
protecting the regime (see Middle East 
Monitor, 2021; Bergman & Walsh, 2021; 
Menshawy, 2021). 

https://araburban.org/en/infohub/projects/?id=3939#:~:text=The%20New%20Administrative%20Capital%20(NAC,administrative%20and%20financial%20center2.
https://www.honeywell.com/us/en
https://www.cscec.com/
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4. Strategic Digital Information Operations (SDIOs) 

Banners supporting Egyptian President Abdel-Fattah El-Sisi’s bid for a 
second term during the presidential elections, displayed along the 
crowded Al Moez Street in the Gamalia district of Cairo, Egypt, on March 
25, 2018. Photo: Halit Sadik. 

The Egyptian government employs a 
sophisticated network of SDIOs. SDIOs 
refer to “efforts by state and non-state 
actors to manipulate public opinion as 
well as individual and collective emotions 
by using digital technologies to change 
how people relate and respond to events 
in the world” (Yilmaz et al., 2023). Thus, the 
Egyptian government does not only rely 
on randomized acts of internet 
shutdowns but carefully manipulates and 
alters the information environment to 
serve its motives. 

Egypt has begun to move beyond 
strategies of ‘negative control’ of the 
internet, in which regimes attempt to 
block, censor, and suppress the flow of 
communication and toward strategies of 
proactive co-optation in which social 
media serves regime objectives. The 
opposite of internet freedom, therefore, is 
not necessarily internet censorship but a 
deceptive blend of control, co-option, and 

manipulation. Scholars call this 
phenomenon ‘flooding’ as the 
governments try to ‘flood’ the 
informational space with false, distracting 
or otherwise worthless pieces of 
information (Roberts, 2018; Mir et al., 2022). 
As the public debate is seeded with such 
disinformation, this makes it hard for the 
governments’ opponents to convince 
their supporters and mobilize. 

The Egyptian government employs a 
robust propaganda machine to shape 
public perception and maintain control 
over the narrative. This involves the 
strategic use of state-controlled media, 
social media platforms, and online 
influencers to disseminate pro-regime 
content and discredit opposition. The 
regime propagates conspiracy theories 
that portray political dissenters as foreign 
agents or terrorists, thereby justifying its 
repressive measures. As Akbarzadeh et al. 
(2025) demonstrates, “President Abdul 
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Fattah al-Sisi frequently talks about 
conspiracies against the Arab World and 
Egypt in particular, thanking Egyptians 
who stood against these conspiracies and 
prevented the country from falling in the 
direction of Iraq, Syria, and Libya, all that 
were intervened by the US and other 
Western allies.” In the same way “Sisi used 
the consequences of the Western role in 
Iraq, Syria, and Libya as a method to 
promote his rule in Egypt and scare 
Egyptians from seeking change in their 
country, which would lead them to get 
trapped in conspiracies undertaken in 
other Middle Eastern countries” 
(Akbarzadeh et al., 2025). 

Egyptian officials commonly instil fear 
among citizens to ensure their loyalty to 
the current government, often by 
amplifying concerns about potential 
conspiracies against the nation. This 
rhetoric tends to escalate as elections 
approach (Akbarzadeh et al., 2025). 
State-run TV channels, newspapers, and 
online portals play a crucial role in this 
information warfare, ensuring that the 
regime's message reaches a broad 
audience. The Sisi regime, for example, 
employs troll armies to be used in political 
astroturfing operations. In 2020, Twitter 
banned over 9,000 accounts that were 
spreading misleading information. 
Another report found that the Sisi 
government used automated/bot 
accounts to promote its popular hashtags 
on Twitter (DFRLab, 2023). 

The regime usually employs defensive 
and offensive approaches in this regard. 
The dual strategy, seamlessly blending 
defensive and offensive tactics, creates a 
narrative that reinforces the regime's 
image and marginalizes any alternatives, 
fostering an environment of public trust 
and unity under the existing leadership. 

Defensively, it seeks to portray the regime 
as a legitimate national authority, 
emphasising its adherence to the nation's 
interests and well-being in a way that no  

legitimate alternative is imaginable. In 
these narratives, government leaders are 
portrayed as heroic figures with 
exceptional qualities, and the system is 
presented as flawless and well-suited to 
the country's needs. Like many examples 
Igor Golomstock provided in his book 
Totalitarian Art (1990), Egyptian 
propaganda presents the head of state as 
the father of the nation, and any attempt 
to criticise him or his authority is 
introduced as a betrayal to Egypt. 
Egyptian TV channels frequently host 
Arab leaders praising Sisi and portraying 
him as the savour of Egypt and the Arab 
nation. 

On the offensive front, the propaganda 
machine works to discredit any 
alternative to the current regime. 
Opposition figures or movements are 
subjected to character assassinations and 
labelled as traitors, criminals, or foreign 
agents. Conspiracy theories are 
propagated, linking opposition figures to 
nefarious plots or foreign interference, 
thereby undermining the credibility of 
opposing narratives. Additionally, the 
propaganda machine manipulates 
national unity sentiments to marginalise 
dissent, presenting the regime as a 
unifying force and framing opposition as 
divisive threats to the country's unity. This 
comprehensive approach aims to fortify 
public support for the current regime 
while systematically diminishing the 
credibility of dissenting voices. In 
conjunction with the magnification and 
glorification of the president's image, 
extensive work has been done to 
demonise the image of the opposition as 
a whole, generalising all under the 
unsightly titles of “traitors” cooperating 
with foreign enemies, “terrorism,” “riot” 
and “suspicious calls,” slamming all 
attempts of demonstrations or criticising 
the government. 

One significant rationale lies in the 
inherent lack of genuine legitimacy, 
coupled with a substantial disconnect 



15 

allowing governments to justify repression, 
delegitimize critics, and deflect attention 
from governance failures. Unlike in 
democratic contexts, where conspiracy 
theories are often propagated by fringe 
actors, authoritarian regimes 
institutionalize them, presenting them as 
official truths that shape political realities. 
A key tactic involves accusing dissidents of 
affiliations with groups like the Muslim 
Brotherhood to suppress freedom of 
speech, protest, and independent media. 
By framing opposition figures as existential 
threats to national unity, regimes cultivate 
public trust and reinforce their own 
legitimacy while silencing alternative 
voices (Akbarzadeh et al., 2025). 

Collectively, the sophisticated 
implementation of SDIOs manipulate 
feelings of national unity to marginalise the 
opposition, presenting the regime as a 
unifying force and framing the opposition 
as a divisive threat to the country's unity. 
This comprehensive approach aims to 
strengthen popular support for the current 
regime while systematically diminishing 
the credibility of opposition voices. The 
dual strategy, which seamlessly blends 
defensive and offensive tactics, creates a 
narrative that enhances the regime's 
image and marginalises any alternatives, 
fostering an environment of public trust 
and unity under the current leadership. 

Diffusion of Authoritarian Practices 

Photo: Dreamstime. 

between the state and society. 
Consequently, the fabrication of 
imaginary adversaries becomes a tool for 
fostering national unity and identity 
under the regime's rule. A parallel goal of 
this strategy is the cultivation of a cult of 
leadership. Totalitarian regimes craft an 
image of leaders as defenders against 
external enemies, fostering a cult of 
personality that solidifies their control 
over the narrative and the populace. This 
narrative, in turn, rallies support for the 
militarization of both the state and 
society. Moreover, the identification of 
enemies becomes a rationale for 
increased militarization and defence 
spending. Totalitarian regimes leverage 
perceived external threats to justify 
allocating resources to the military, 
enhancing capabilities, and maintaining 
control over the security apparatus. 
Consequently, these regimes effectively 
maintain fear and control over the 
population. Ultimately, the perpetual 
portrayal of an external threat or 
identification of internal enemies sustains 
a climate of fear among citizens, 
discouraging challenges to the regime. 

In authoritarian regimes, conspiracy 
theories play a crucial role in 
consolidating power by channelling 
public discontent toward perceived 
external or internal threats. These 
narratives function as propaganda tools, 
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Diffusion mechanisms are systematic sets 
of statements that provide a plausible 
explanation of how policy decisions in one 
country are influenced by prior policy 
choices made in other countries (Braun & 
Gilardi, 2006; 299). The literature on this 
topic often highlights areas of 
convergence and contact points between 
early and later adopters (see Kerr, 2018). 
Diffusion is any process where earlier 
adoption or practice within a population 
increases the likelihood of adoption 
among non-adopters (Strang, 1991: 325). It 
occurs when policy decisions in one 
country are systematically influenced by 
previous policy choices in other countries 
(Dobbin et al., 2007: 787; Gilardi, 2012). 
Traditionally, research on diffusion has 
focused on the spread of popular 
uprisings against autocratic leaders 
(Koesel & Bunce, 2013; Beissinger, 2007). 
However, more recently, scholars have 
shifted their focus to the diffusion of 
authoritarian practices (Ambrosio, 2010; 
Bank, 2017). The diffusion process occurs 
through three main mechanisms: 
learning, emulation, and cooperative 
interdependence (Bashirov et al., 2025). 

1. Learning 
The process of learning can be driven 
internally, where actors learn from their 
own experiences, evaluating and 
adopting innovations based on the 
success of prior applications. It can also be 
externally driven, with an external actor 
facilitating the learning process. The role 
of the external actor can range from small, 
such as selling or installing technological 
tools, to extensive, involving large-scale 
activities like seminars and training 
programs to promote a policy or practice. 
Using a practice framework, we focus on 
'configurations of actors' involved in 
enabling authoritarianism (Michaelsen, 
2018). Often, these actors are private 
companies rather than states. Contrary to 
the perceived active role of Chinese 
companies, it was Western tech 
companies that provided most of the 
high-tech surveillance and censorship 
capabilities to authoritarian regimes 

in the Muslim world. Notable examples 
include the US-Canadian company 
Sandvine, the Israeli NSO Group, German 
FinFisher, and Finland's Nokia Networks. 
Internet surveillance has been facilitated 
through the cooperation between 
adopter countries willing to purchase the 
technology and companies like Sandvine 
willing to sell it. Sandvine’s willingness is 
evidenced by the company’s chief 
technology officer, who stated, “We don’t 
want to play world police. We believe that 
each sovereign country should be allowed 
to set their own policy on what is allowed 
and what is not allowed in that country” 
(Gallagher, 2022). 

Regarding external learning, China, along 
with Chinese and Western private 
companies, has been leading the 
promotion of internet censorship 
practices. China has become a major 
advocate and a learning source for middle 
powers in internet surveillance, data 
fusion, and AI. The Shanghai Cooperation 
Organization (SCO) has become a crucial 
platform for these efforts. For instance, at 
the 2021 SCO summit, Chinese officials led 
a panel called the Thousand Cities 
Strategic Algorithms, training an 
international audience, including many 
representatives from developing 
countries, on creating a “national data 
brain” that integrates various forms of 
financial and personal data and employs 
artificial intelligence for analysis. 
According to the SCO website, 50 
countries are involved in discussions with 
the Thousand Cities Strategic Algorithms 
initiative (Ryan-Mosley, 2022). China has 
also been proactive in offering media and 
government training programs to 
representatives from countries affiliated 
with the Belt and Road Initiative (BRI). A 
notable example includes the Chinese 
Ministry of Public Security directing Meiya 
Pico, a Chinese cybersecurity company, to 
train government representatives from 
Turkey, Pakistan, Egypt, and other nations 
on digital forensics (see Weber, 2019: 9-11). 

https://www.nsogroup.com/
https://www.kaspersky.co.uk/
https://eng.sectsco.org/
https://www.nokia.com/networks/
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Russia is another leading source of 
diffusion of digital authoritarianism in the 
Middle East. Russia’s brazen attempts at 
disinformation and propaganda lend 
support to the emergence of digital 
manipulation as an acceptable practice 
across authoritarian countries. By 
demonstrating the effectiveness of 
disinformation campaigns and 
propaganda – such as Russian 
interference in US presidential elections in 
2016 – the country has shown other 
regimes that similar tactics can be used to 
control their own populations and 
advance their interests (Day, 2022). 

The role in the diffusion of digital 
authoritarian practice in the Middle East is 
not limited to China and Russia. Western 
countries, in fact, played significant roles 
as well. Despite Huawei's involvement in 
projects like the $5 million data centre 
with Telecom Egypt and discussions 
about 5G infrastructure, Egypt has shown 
a preference for Western technology in its 
major smart city projects, like the New 
Administrative Capital (NAC). The 
adoption of urban surveillance 
capabilities in Egypt is thus a result of 
both internal and external learning 
mechanisms. The Sisi regime's strategies, 
especially in the NAC, reflect an attempt 
to insulate the government from 
potential unrest. 

US-Canadian company Sandvine/Procera 
has provided DPI surveillance equipment 
(hardware and software) to national 
networks operating in Egypt (Telecom 
Egypt). This system operates over 
connections between an internet site and 
the target user and allows the 
government to tamper with the data sent 
through an unencrypted network (HTTP 
vs. HTTPS). Moreover, recent revelations 
show that the company has played a 
significant role in facilitating the spread of 
ideas between countries. In an internal 
newsletter sent to employees, Sandvine 
Chief Technical Officer Alexander Haväng 
wrote Sandvine’s equipment could “show 
who’s talking to who, for how long, and we 

can try to discover online anonymous 
identities who’ve uploaded incriminating 
content online.” Through their 
information campaign, Sandvine 
contributed to learning by governments. 
In Egypt, the government has been using 
Sandvine's devices “to block dozens of 
human rights, political, and news 
websites, including Human Rights Watch, 
Reporters Without Borders, Al Jazeera, 
Mada Masr, and HuffPost Arabic” 
(Marczak et al., 2018: 8). 

2. Emulation 
Emulation can be defined as "the process 
whereby policies diffuse because of their 
normative and socially constructed 
properties instead of their objective 
characteristics" (Gilardi 2012: 467). 
Research has shown that in complex and 
uncertain environments, policymakers 
respond by emulating the structural 
models of recognized leaders in the 
domain (Barnett & Finnemore, 2005). This 
behaviour is primarily driven by the 
pursuit of legitimacy and harmonization. 
International organizations, both 
governmental and non-governmental, 
play a crucial role in spreading commonly 
accepted standards of behaviour and 
organizational structures among 
countries. 

Emulation has been significant in the 
diffusion of legal norms regarding 
internet restrictions and, to a lesser extent, 
in adopting Chinese urban surveillance 
infrastructures. Chinese corporations 
have established training hubs and 
research initiatives to disseminate 
expertise in artificial intelligence, internet 
surveillance, and digital space 
management (Kurlantzick, 2022). For 
instance, Huawei set up an OpenLab in 
Egypt in 2017, focusing on smart city, 
public safety, and smart government 
solutions.China has been a major 
promoter of the 'safe city' concept, which 
focuses on surveillance-driven policing of 
urban environments. This approach has 
been refined in many Chinese cities 
(Triolo, 2020). 
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Companies such as Huawei, ZTE 
Corporation, Hangzhou Hikvision Digital 
Technology, Zhejiang Dahua Technology, 
Alibaba, and Tiandy are leading the export 
of this model (Yan, 2019).  

Moreover, homophily, in the form of 
cultural and political alignment, as well as 
China’s emergence as an authoritarian 
role model, contributed to the emulation 
process. Homophily among actors played 
an important role, as actors prefer to 
emulate models from reference groups 
with whom they share similar cultural or 
social attributes (Elkins & Simmons, 2005). 
Political alignment and proximity among 
nations foster communication and the 
exchange of information (Rogers, 2010). 
This dynamic is observed between China 
and Russia and political regimes in the 
Muslim world including Egypt, which are 
susceptible to varying degrees of 
authoritarian governance. Loan 
conditionalities and trade negotiations 
within the context of China’s Belt and 
Road Initiative (BRI) have also played a 
role in enabling the spread of censorship 
and surveillance technologies from China 
to the Muslim world. 

The Egyptian government has gathered 
widespread spying and phishing 
capabilities sourced from mostly Western 
companies. An obscure wing of the 
General Intelligence Directorate called 
the Technical Research Department 
(TRD) has purchased equipment from 
Finland-based Nokia-Siemens Networks 
(now Nokia Networks) that permits 
dial-up internet connection, enabling 
users to access the internet even if the 
primary national infrastructure is offline. 
Furthermore, Nokia Siemens Networks 
has provided the Egyptian government 
with an interception management 
system and a surveillance hub for fixed 
and mobile networks, granting the 
government mass surveillance 
capabilities to intercept phone 
communications (Privacy International, 
2019). Another company involved in Egypt 
was the Italian surveillance technology 

Company Hacking Team. In 2015, the 
latter was contracted by both the TRD 
(Technical Research Department) 
affiliated with Egyptian intelligence, and 
the Mansour Group (a conglomerate 
belonging to the second richest family in 
Egypt) to provide malware that grants the 
attacker complete control of the target 
computer (Privacy International, 2019). 

In a brazen example of emulation of the 
practices of other authoritarian states, the 
Egyptian government started a 
widespread phishing campaign called 
Nile Phish in 2016 against the country’s 
civil society organizations implicated in 
the Case 173 crackdown (Scott-Railton et 
al., 2017). The campaign involved sending 
predatory emails and text messages to 
members of civil society to hack into their 
devices and accounts. An Amnesty 
International Report (2020) revealed that 
the Egyptian government used spying 
technology called FinSpy supplied by 
German company FinFisher Gmbh. 
FinSpy is a computer spyware suite sold 
exclusively to governments to monitor 
and intercept internet traffic, as well as to 
initiate phishing attacks against targeted 
users. FinSpy Trojan has been in use in 
Egypt to spy on opposition movements 
and enable the surveillance of political 
activists and journalists (ECCHR, 2023). In 
addition, denial-of-service (DoS) or packet 
injection practices are common in Egypt. 
For example, between May and 
September 2023, former Egyptian MP 
Ahmed Eltantawy was targeted by 
Cytrox’s Predator Spyware via links sent 
on SMS and WhatsApp. Eltantawy had 
announced he would be running in the 
2024 presidential elections. Citizen Lab 
found that the network injection attack 
could be attributed to the Egyptian 
government and Sandvine’s PacketLogic 
product (Marczak et al., 2018). 

https://www.huawei.com/en/worldwide
https://www.zte.com.cn/global/
https://www.mansourgroup.com/
https://eng.yidaiyilu.gov.cn/
https://en.tiandy.com/
https://www.alibaba.com/
https://www.dahuasecurity.com/
https://www.hikvision.com/en/
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3. Cooperative Interdependence 

The practice of cooperative 
interdependence in the context of digital 
technologies refers to how internet 
censorship and surveillance are enabled 
through collaboration among adopting 
countries and state actors and private 
companies like Sandvine and NSO Group. 
Both Sandvine and NSO Group have faced 
significant controversy in their home 
countries, the US and Israel, over selling 
surveillance products to authoritarian 
regimes in the Middle East and beyond, 
Egypt in particular as explained in this 
report. NSO Group has been banned by 
the Israeli government from selling its 
products to major clients in the Middle 
East, including Saudi Arabia and the UAE 
(Staff, 2021). Similarly, Sandvine ceased 
operations in Russia following US 
sanctions after Russia’s invasion of 
Ukraine in 2022 and was forced to stop 
selling equipment to Belarus after reports 
revealed its technology was used by the 
Lukashenko regime to suppress protests 
in 2021 (Gallagher, 2022). 

The broad process of digital authoritarian 
diffusion has created cooperative 
interdependence between the involved 
parties. Through cooperation with global 
actors, both corporate and state-level, 
Egyptian governments have imported 
sophisticated technologies enabling 
comprehensive internet and urban 
surveillance. Cooperative 
interdependence occurs when the policy 
choices of some governments create 
externalities that others must consider, 
leading to mutual benefits from adopting 
compatible policies (Braun & Gilardi, 
2006). This dynamic incentivizes 
decision-makers to adopt policies chosen 
by others, enhancing efficiency and 
yielding mutual benefits. Here, China 
leverages its Digital Silk Road (DSR) under 
the BRI to promote the adoption of its 
technological infrastructure and 
accompanying surveillance and 
censorship policies (Hillman, 2021). 

For instance, at the 2017 World Internet 
Conference in China, representatives from 
Egypt, Turkey, Saudi Arabia, and the UAE 
signed a "Proposal for International 
Cooperation on the 'One Belt, One Road' 
Digital Economy" to construct the DSR, 
enhancing digital connectivity and 
e-commerce cooperation (Laskai, 2019). 
Core components of the DSR include 
smart cities, internet infrastructure, and 
mobile networks. Rather than forcing 
these countries to adopt internet 
censorship practices, China alters the 
incentive structures of BRI-connected 
states. Financial incentives, coupled with 
technology transfer, promote China's 
practical approach to managing 
cyberspace. The DSR’s digital projects— 
such as 5G networks, smart cities, fibre 
optic cables, data centres, satellites, and 
connecting devices—have commercial 
value and strategic benefits, helping 
China achieve its geoeconomic and 
geopolitical objectives by promoting 
digital authoritarian practices and its 
internet governance model (Malena, 2021; 
Tang, 2020). 
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Conclusion 

This research has demonstrated the 
mechanisms through which digital 
authoritarian practices diffuse in Egypt. 
We found that Egypt has enacted 
multiple policies, including restrictive 
legal frameworks, internet censorship, 
urban surveillance, and strategic digital 
information operations (SDIOs), to reclaim 
the digital space from opposition and civil 
society, thereby entrenching digital 
authoritarianism in the country. The 
models adopted by the Egyptian regime 
closely emulate China and Russia’s 
paradigms of internet sovereignty and 
information control. China’s extensive 
political and economic linkages with 
Egypt, its strategic role in regional 
economies, and its leadership in forums 
like the Shanghai Cooperation 
Organization (SCO) have facilitated this 
trend. Through initiatives such as the Belt 
and Road Initiative (BRI), China has 
exported its digital governance model 
while positioning itself as a global leader 
in information technology (Ryan-Mosley, 
2022; Weber, 2019). 

The diffusion of surveillance and 
censorship technologies also reflects a 
complex learning process involving both 
state and corporate actors. While China 
has played a critical role in promoting 
internet censorship practices, private 
Western companies have equally enabled 
Egypt’s digital authoritarian turn. 
Companies such as Sandvine, NSO Group, 
FinFisher, and Nokia Networks have 
supplied surveillance infrastructure 
independently of state policy, a departure 
from conventional diffusion literature that 
associates such practices with national 
strategic interests (Gallagher, 2022; 
Marczak et al., 2018; Privacy International, 
2019). For instance, Sandvine’s DPI 
technology has been used in Egypt to 
block dozens of news and human rights 
websites, while its executives openly 
dismiss responsibility by deferring to 
national sovereignty (Gallagher, 2022). 
This corporate-led diffusion challenges 
the notion that digital authoritarianism is 
solely state-driven and reveals an 
under-regulated global market in 
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repressive technologies. 

Our findings have three broader 
implications. First, while Chinese 
influence is significant, the role of 
Western technology firms in enabling 
authoritarian diffusion should not be 
underestimated. Their operations in 
Egypt have not been directly aligned with 
their home states’ policies, contradicting 
earlier findings that firms facilitating 
authoritarian practices often act under 
state guidance (Arslan, 2022). Second, 
these private firms are not only exporters 
of tools but are actively involved in 
implementing government-sanctioned 
strategies, including malware distribution 
and interception systems (Appuhami et 
al., 2011; Teets & Hurst, 2014). Third, the 
study identifies the mechanisms of 
diffusion—learning, emulation, and 
cooperative interdependence—as key to 
understanding how regimes adapt digital 
authoritarian tactics to shifting political 
and technological contexts (Braun & 
Gilardi, 2006; Dobbin et al., 2007; Gilardi, 
2012; Strang, 1991; Kerr, 2018). 

Developing states may increasingly adopt 
practices such as national firewalls, smart 
city surveillance, and social credit systems 
modelled on early adopters like China and 
Russia. As they become embedded in 
transnational authoritarian networks— 
whether through SCO summits or Digital 
Silk Road initiatives—these regimes are 
incentivized to replicate practices that 
strengthen regime durability and evade 
democratic scrutiny (Hillman, 2021; 
Malena, 2021; Tang, 2020; Laskai, 2019). 

Given these trends, addressing the 
entrenchment and diffusion of digital 
authoritarianism requires a coordinated, 
multi-level response. There is an urgent 
need to institutionalize international 
cyber norms and regulations that clearly 
define and prohibit practices such as 
mass surveillance, politically motivated 
internet shutdowns, and spyware exports. 
Multilateral institutions, including the 
United Nations and the European Union, 

must lead the effort to develop 
enforceable standards, promote 
transparency, and strengthen export 
control regimes. This would include 
holding corporations accountable 
through mandatory human rights due 
diligence, transparency disclosures, and 
legal sanctions when they contribute to 
repression. 

Defending digital rights also requires 
robust national privacy protections and 
support for civil society organizations 
operating under authoritarian conditions. 
These groups need financial resources, 
digital tools, and international solidarity to 
resist surveillance, educate the public, 
and pursue legal redress where possible. 
Supporting democratic actors in 
repressive environments is essential for 
countering the normalization of 
authoritarian digital governance. 
Private companies must no longer 
operate in a legal and ethical vacuum. 
Regulatory mechanisms should ensure 
that firms exporting surveillance 
technologies are held accountable for 
complicity in human rights violations. 
Public pressure campaigns and 
state-level policy interventions—such as 
targeted sanctions or procurement 
restrictions—can help enforce these 
norms. At the same time, incentives 
should be offered for ethical innovation 
and secure technology development that 
supports open societies. 

International cooperation among 
democracies must deepen through the 
sharing of intelligence, technologies, and 
best practices in countering cyber 
repression and disinformation. 
Cross-national partnerships can create 
rapid response frameworks to detect and 
disrupt strategic digital information 
operations. Capacity-building programs 
should support governments seeking to 
manage their digital ecosystems in ways 
that uphold civil liberties and protect 
against authoritarian creep. 
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Economic leverage should be strategically 
employed. Trade policies, investment 
frameworks, and development aid must 
be conditioned on adherence to digital 
rights standards. This includes shifting 
financial relationships away from 
authoritarian technology providers and 
toward partners committed to 
democratic norms. Financial institutions 
and donor agencies must integrate digital 
governance benchmarks into their 
programming. 
Diplomacy should play a more assertive 
role in exposing and isolating regimes 
that abuse digital technologies. Bilateral 
engagements, international resolutions, 
and public diplomacy should be used to 
condemn repressive practices, promote 
digital transparency, and advocate for 
global standards of accountability. 
Countries like Egypt must be pressured to 
reform not only through external criticism 
but through coordinated global action 
that combines legal, economic, and 
diplomatic tools. 
In conclusion, the diffusion of digital 
authoritarianism is a multi-dimensional 
and complex phenomenon driven by 
both state and corporate actors, 
operating through networks of learning, 
emulation, and cooperative 
interdependence. The Egyptian case 
exemplifies how these processes work in 
practice and the urgent need for a 
sustained, global response. Confronting 
this challenge will require a blend of 
regulation and resistance, innovation and 
accountability, diplomacy and solidarity. 
Only through such an approach can the 
digital realm be reclaimed as a space of 
freedom, rights, and democratic 
resilience. 
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