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EXECUTIVE SUMMARY

This research explores the diffusion of
digital authoritarian practices in Turkey as
a prominent example of the Muslim
world, focusing on the three mechanisms
of learning, emulation, and cooperative
interdependence, covering four main
domains: Legal frameworks, Internet
censorship, urban surveillance, and
Strategic Digital Information Operations
(SDIOs). The study covers both internal
and external diffusion based on a wide
range of sources. These include domestic
precedents, examples from authoritarian
regimes like China and Russia, and the
role of Western companies in spreading
digital authoritarian practices.

The study had several findings. The key
findings are detailed below:

Learning: Turkey, like other regional
countries that experienced public unrest,
has learned from previous experience in
order to impose power and control on
people using different digital capabillities.
Countries like China and Russia played
significant roles in this learning process
across the region, including in Turkey. The
research highlights the importance of
both internal learning from past protest
movements and external influences from
state and non-state actors.

Emulation: Authoritarian regimes in
Turkey and across the Muslim world have
emulated China and Russia's internet
governance models in all  four
aforementioned domains. The Turkish
government has developed its own
surveillance and censorship techniques,
influenced by the experiences of
authoritarian states and bolstered by
training and technology transfers from
China and Russia, and certain western
companies.

Cooperative interdependence: Turkey's
economic challenges have led it to forge
closer ties with China, particularly
through the Belt and Road Initiative (BRI).
This cooperation often comes with
financial incentives, promoting the
adoption of China’'s digital governance
practices, including urban surveillance
systems and censorship technologies.

Role of private technology companies:
Western companies have played a
significant role in facilitating the spread of
digital authoritarianism, often operating
independently of their governments’
policies. Companies like Sandvine and
NSO Group have provided tools that
support the Turkish government'’s digital
control strategies, contributing to a
complex landscape of censorship and
surveillance.

Diffusion of SDIOs: The diffusion process
of digital authoritarian practice is not
limited to importing and using digital
technologies. It also includes the
spreading of legal frameworks to restrict
digital freedom and also running
Strategic Digital Information Operations
(SDIOs), including state propaganda and
conspiracy theories that China and Russia
had a significant role in.

Based on these findings, the study
proposes several recommendations to

counteract the spread of digital
authoritarian practices:
- Strengthening international cyber

norms and regulations to define and
regulate digital governance, particularly
in countries with strong ties to the West.

- Enhancing support for digital rights and
privacy protections by advocating for
comprehensive laws and supporting civil
society organizations in Turkey.
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- Encouraging responsible corporate
behavior among technology firms to
ensure compliance with human rights
standards

- Fostering regional and global
cooperation on digital freedom to
counter digital authoritarianism

through joint initiatives and technical
assistance.

- Leveraging economic incentives to
promote ethical technology use and
partnerships with human rights-aligned
providers.

- Using strategic diplomatic channels to
encourage Turkey to adopt
responsible surveillance practices and
align with global digital governance
norms.

The research illustrates the dynamics of
digital authoritarianism in  Turkey,
revealing a complex interplay of
emulation, learning, and economic
incentives that facilitate the spread of
censorship and surveillance practices.
The findings underscore the need for
international cooperation and proactive
measures to safeguard digital freedoms
in an increasingly authoritarian digital
landscape.
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INTRODUCTION

Research suggests that a significant
number of countries in the Muslim world,
specifically those in the Middle East, are
often characterized by authoritarian
governance (Durac & Cavatorta, 2022,
Yenigun, 2021; Stepan et al,, 2018; Yilmaz,
2021, 2025). The rise of the internet and
social media during the late 2000s
provided immense capacities to civil
society and individual activists in the
Muslim world. This development burst
into political action during the late 2000s
and the early 2010s in the instances of the
Gezi protests in Turkey and other
examples in the region, including the
Green Movement in Iran and the Arab
Spring protests across the Arab world
(losifidis & Wheeler, 2015; Demirhan, 2014;
Lynch, 2011; Gheytanchi, 2016).

The fact that the protesters in all these
cases have extensively used the internet
and associated technologies (e.g., social
media, digital messaging, and navigation)
has led many observers to declare the
latter as ‘liberation technology’ due to
their role in facilitating anti-government
movements  across non-democratic
countries (Diamond & Plattner, 2012,
Ziccardi, 2012). Advocates of the internet
as a liberation tool have also pointed to
enhanced social capacity to mobilize and
organize through the spread of dramatic
videos and images, instigating attitudinal
change, and countering government
monopoly over the production and
dissemination of information (Breuer,
2012; Ruijgrok, 2017). These qualities have
been seen as giving the internet an
equalizing power between the state and
society. In the early 2000s, when the
Internet and social media were spreading
across the developing world, authoritarian
governments were generally unable to
control the digital sphere; they lacked the
technical expertise and the digital
infrastructure to curb the internet. So,
they typically relied on completely

~—flooded the

This leapfrogging is demonstrated via the
adoption lifecycle of mobile phones to
that of landlines. It took less than 17 years,
from the early 2000s to 2017, for mobile
phones to be extensively adopted in
Turkey, from 25% to 96%. (Our World in
Data, 2021).

After the crises of the early 2010s, both
democratic and authoritarian regimes
worldwide started to invest heavily in
sophisticated equipment and expertise to
monitor, analyze, and ultimately crack
down on online and offline dissent (Aziz &
Beydoun, 2020; Feldstein, 2021). In
addition to curtailing independent
speech and activism online, authoritarian
regimes have sought to deceive and
manipulate digital environments in order
to shape their citizens’ views. They have
digital realm  with
propaganda narratives using trolls, bots,
and influencers under their control (Tan,
2020).

More importantly, thanks to authoritarian
diffusion, governments in developing
countries are learning from and
emulating the experiences of their peers
of surveillance technologies such as China
and Russia. However, there has been
limited research on the political
mechanisms through which such digital
authoritarian practices spread. Against
this backdrop, this report examines the
mechanisms through which digital
authoritarian practices diffuse in Turkey
as an example of authoritarian regimes in
the Middle East. We ask: What kind of
authoritarian practices have the
governments enacted in the digital

“realm? How have these practices diffused

across the region? To address these
guestions systematically, we develop an
analytical framework that examines the
mechanisms of diffusion of digital
authoritarian practices. Our framework
identifies three mechanisms of diffusion:


https://www.populismstudies.org/Vocabulary/social-media/

emulation, learning, and cooperative
interdependence. We focus on four
groups of digital authoritarian practices:
legal frameworks, Internet censorship,
urban surveillance, and Strategic Digital
Information Operations (SDIOs). We aim
to show how emulation, learning and
cooperative interdependence take place
in each of these four digital authoritarian
practices. In addition to the above, the
report will explore the international
dimension of this phenomenon,
discovering how Western companies, in
addition to totalitarian systems like Russia
and China, played a role in empowering
the Turkish government to claim the

Analytical Framework

To explore the phenomenon of diffusion,
we follow best practices laid out in the
literature (see Ambrosio, 2010; Ambrosio &
Tolstrup, 2019; Bank & Weyland, 2020). We
begin by identifying convergent
outcomes that are comparable between
earlier and later adopters. As part of this,
we will also establish feasible connections
between the two parties, which may take
the form of physical proximity, trade
linkages, membership in international
organizations, bilateral arrangements,
historical ties, cultural similarities, or
shared language. Then, we will elucidate
the mechanisms through which the
diffusion process occurred by identifying
contact points and plausible channels
through which decision-makers were
able to adopt from one another.

We will follow three good practices that
have been advised by scholars (e.g.,
Ambrosio & Tolstrup, 2019; Strang & Soule,
1998; Gilardi, 2010; 2012). First, we adopt a
comparative design that involves four
middle powers (see Strang & Soule, 1998).
There are important similarities and
differences among the four cases that
make comparison a useful exercise.
Second, we provide extensive data to
showcase the workings of diffusion

digital space. We first discuss our
analytical framework which integrates
the scholarship of digital authoritarian
practices and authoritarian diffusion, and
explain  the concepts of learning,
emulation, and as prominent diffusion
mechanisms. We then move to the
empirical section where we first identify
convergent outcomes that are
comparable between earlier and later
adopters and then we will elucidate the
mechanisms through which the diffusion
process occurred by showing contact
points and plausible channels through
which decision-makers were able to
adopt from one another.

mechanisms despite the challenge of
working on authoritarian settings. As
Ambrosio and Tolstrup (2019: 2752) noted,
“the relevant evidence needed can be
hard to acquire in authoritarian settings.”
It is much more likely to gain access to
strong evidence in liberal democratic
settings where much of the current
diffusion research has accumulated. Our
article contributes to the literature on
diffusion in authoritarian settings with
Turkey as a prominent example. Finally,
we provide smoking gun evidence based
on several leaked documents to support
our assertions.

In the empirical section, we follow the
convention (see Ambrosio & Tolstrup,
2019) and start with identifying
convergent outcomes among the major
political actors in regard to the practices
of restrictive legal frameworks, Internet
censorship, urban surveillance and SDIOs.
This section involves demonstrating the
items that have been diffused between
earlier and later adopters. Not only is there
a substantial amount of similarity
between the practices among these
political systems, but also, we show a
temporal sequence between earlier and
later adopters that point at convergence.



We then move on to explain plausible mechanisms of diffusion, following the model
provided by Bashirov et al. (2025): Learning, Emulation, and Cooperative
Interdependence. It's important to highlight from the outset that these three
mechanisms functioned together in Turkey settings. As was observed in other settings
(see Sharman, 2008), it is not feasible to examine the impact of these mechanisms
independently. Instead of existing as separate entities or operating in a simple additive
manner, these mechanisms are inherently interconnected, and they do overlap. We
follow this understanding in our empirical analysis and discuss how each mechanism
worked in tandem with other mechanisms.

Types of Digital Authoritarianism

lllustration: Shutterstock / Skorzewiak.

We identified four main domains of digital authoritarianism in general, and examples of
them could be found in Turkey's case as well.



Restrictive Legal Frameworks:

The legal framework includes a variety of
practices. We identified the following:

1- Laws that mandated internet service
providers to establish a system
allowing real-time monitoring and
recording of traffic on their networks.
These legislations mandated internet
service providers to establish a system
allowing real-time  monitoring and
recording of traffic on their networks
(Privacy International, 2019). Moreover, all
censorship laws refer to national security
and terrorism as vague criteria to enforce
widespread censorship of undesirable
content. In Turkey, a Presidential decree
(No 671) in 2016 granted the government
extensive power to restrict internet
access, block websites, and censor media
(IHD,  2017). Under the  decree,
telecommmunications companies are
required to comply with any government
orders within two hours of receiving them.
In recent years, the Turkish government
also prosecuted thousands of people for
criticizing President Erdogan or his
government in print or on social media
(Freedom House, 2021).

2- Laws that have converged around
penalization of online speech, referring
to concepts such as national identity,
culture, and defamation. It is hard to
miss similarities between the laws in
Turkey among other regional countries
and those enacted in China earlier. In 2013,
China's Supreme People’s Court issued a
legal interpretation that expanded the
scope of the crime of defamation to
include information shared on the
internet (Human Rights Watch, 2013). In
2022, the Turkish Parliament passed new
legislation that criminalized
"disseminating false information,"
punishable by one to three years in prison,
and increased government control over
online news websites. Article 23 of the law
was particularly controversial as it stated

that “Any person who  publicly
disseminates untrue information
concerning the internal and external
security, public order and public health of
the country with the sole intention of
creating anxiety, fear or panic among the
public, and in a manner likely to disturb
public peace, shall be sentenced to
imprisonment from one year to three
years” (Human Rights Watch, 2022). This
clearly shows the pattern of diffusion from
China and Russia by leaving vague and
broad provisions of what constitutes
“national security,” “peace” and “order”
(Weber, 2021: 170-171; Yilmaz, Caman &
Bashirov, 2020; Yilmaz, Shipoli & Demir,
2023; Yilmaz & Shipoli, 2022).

3- Laws that ban or restrict the use of
VPNs following China and Russia’s lead.
In Turkey, VPNs are legal, but many of
their servers and websites are blocked.
China banned unauthorized VPN use in
2017 in a new Cybersecurity Law. Russia
introduced a similar ban the same year.
The Information and Communication
Technologies Authority (BTK), national
telecommunications  regulatory and
inspection authority of Turkey, issued a
blocking order targeting 16 Virtual Private
Networks (VPNs). These VPNs, including
TunnelBear, Proton, and Psiphon, are
popular tools used by audiences seeking
to access news websites critical of the
government.

While entirely banning VPN access
remains a challenge, governments can
employ Deep Packet Inspection (DPI)
technology to identify and throttle VPN
traffic. Countries like Iran, China, and
Russia are indulging in such practices.
Usersin Iran and Turkey, for example, have
reported extensive blockage of VPN apps
and websites since 2021. Engaging in
efforts to access blocked content through
a VPN can potentially result in
imprisonment (Danao & Venz, 2023).
Simon Migliano, research head at
ToplOVPN.com, acknowledges that
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blocking VPN websites in Turkey makes it
harder to download and sign up for new
services. Moreover, individual VPN
providers like Hide.me, SecureVPN, and
Surfshark confirm technical difficulties for
their users in Turkey. Proton, on the other
hand, maintains that their services
haven't been completely blocked.

As such, the report "Freedom on the Net
2023" by Freedom House (2023) reflects
the aforesaid harsh reality, ranking Turkey
as “not free” in terms of internet access
and freedom of expression. However, it is
worth noting that the  Turkish
government's censorship efforts are met
with a determined citizenry. Audiences,
even young schoolchildren according to
Ozturan (2023), have become adept at
using VPNs to access banned content.
Media outlets themselves sometimes
promote VPNs to help their audiences
bypass restrictions. Examples abound:
VOA Turkish and Deutsche Welle (DW),
upon being blocked, directed their
audiences towards Psiphon, Proton, and
NnthLink to access their broadcasts. Diken,
a prominent news website, even
maintains a dedicated "VPN News"
section offering access to censored
content dating back to 2014.

Table 1. Convergence on Restrictive Legal Frameworks
Category Source Countries

2000. China. State Council Order No. 292
2012. Russia. Internet Blacklist Law

Censorship

2019. Russia. Sovereign Internet Law

Punishment of Online 2013. China. Supreme Court Ruling

Speech 2012. Russia. Treason and Espionage Law

Restrictions on VPN 2017. China. Cybersecurity Law that banned use
Use of unauthorized VPN

2017. Russia. Ban on unauthorized VPN Use

Social Media 2009. China. Ban on Western social madia

Restrictions 2022. Russia. Ban on Western social media

4- Laws that tighten control on social
media companies. \While Western social
media platforms remain accessible in
Turkey, in recent years the government has
introduced similar laws and regulations
that increase their grip over the content
shared on these platforms. They do so by
threatening the social media companies
with bandwidth restrictions and outright
bans if they fail to comply with the
governments' requests. Moreover, in 2020,
the Turkish Parliament passed a new law
that mandated tech giants such as
Facebook and Twitter (now X) to appoint
representatives in Turkey for handling
complaints related to the content on their
platformms. Companies that decline to
assign an official representative have been
subject to fines, advertising prohibitions,
and bandwidth restrictions that would
render their networks unusable due to slow
internet speeds. Facebook complied with
the law in 2021 and assigned a legal entity
in Turkey after refusing to do so the
previous year (Bilginsoy, 2021).

Since the early 2010s, many countries in the
region including Turkey have enacted a
series of legal reforms that converged
around similar concepts and restrictions. As
Table 1shows, these laws follow the Chinese
and Russian laws in temporal order. The
table makes a comparison with some other
countries in the region as well, in order to

Adopter Countries

2018. Egypt. The “Anti-Cyber and Information Technology Crimes” law
2022. Turkey. Censorship Law

2021. Pakistan. Removal and Blocking of Unlawful Online Content Rules

2009. Iran. Computer Crimes Law

2016. Pakistan. PECA

2018. Egypt. The “Anti-Cyber and Information Technology Crimes" law
2016. Turkey. Presidential Decrees

2022, Turkey. Censorship Law

2022. Pakistan. Amendments to PECA

2022. Iran. Internet Protection Bill

2018. Egypt. Restrictions on VPN Use. The "Anti-Cyber and Information
Technology Crimes” law

2022, Turkey. Censorship Law

2022. Iran. Internet Protection Bill

2009. Iran. Ban on Western social media
2018, Egypt. Appointment of social media Representatives
2020. Turkey. Appointment of social media Representatives

2020. Pakistan. Appointment of social media Representatives



Internet Shutdown

All governments in the region have
resorted to shutting down the internet as
a simple solution over the past 20 years,
mostly during the times of mass protests,
social unrest or military operations. In
Turkey, in 2015, access to Facebook,
Twitter and YouTube as well as 166 other
websites were blocked when an image of
a Turkish prosecutor held at gunpoint was
circulated online. The internet was also
cut off multiple times during the July 15,
2016 coup attempt, as well as during the
Turkish  military’s operations in the
Southeastern regions of the country. In
many instances, the government has
used bandwidth throttling to deny its
citizens access to the internet. However,
internet shutdown is costly as it affects
the delivery of essential public and private
services and has been dubbed as the
Dictator’'s Digital Dilemma. Therefore,
even when it is practiced, the shutdown is
limited to a certain location, mostly a city
or a region, and would typically last only
few days. According to Access Now (2022),
an internet rights organization, no
internet shutdown has taken place in
Turkey in 2021.

Given the high cost of switching off the

internet and thanks to the rise of
sophisticated technologies to filter,
manipulate and re-direct internet

content, censorship has become a more
widely used digital authoritarian practice
over the last decade. Countries have
converged on the use of DPI technology.
DPIlis "a type of data processing that looks
in detail at the contents of the data being
sent, and re-routes it accordingly" (Geere,
2012). DPI inspects the data being sent
over a network and may take various
forms of actions, such as logging the
content and alerting, as well as blocking
or re-rerouting the traffic. DPI allows
comprehensive network analysis. While it
can be used for innocuous purposes, such
as checking the content for viruses and
ensuring the correct supply of content, it

can also be used for  digital
eavesdropping, internet censorship, and

even stealing sensitive information

(Bendrath & Mueller, 20T1).

Countries across the Muslim world
including Turkey started in the mid-2010s
to acquire DPI technology from Western
and Chinese companies who have
become important sources of diffusion.
US-Canadian company Sandvine/Procera
has provided DPI surveillance equipment
to national networks operating in Turkey
(Turk Telekom). This system operates over
connections between an internet site and
the target wuser and allows the
government to tamper with the data sent
through an unencrypted network (HTTP
vs. HTTPS). Sandvine and its parent
company Francisco Partners emerged at
the center of the diffusion of DPI
technology in the Middle East. Recent
revelations show that the company has
played significant role in facilitating the

spread of ideas between countries.
Through their information campaign,
Sandvine contributed to learning by

governments. As such, Sandvine and
Netsweeper's prominent engagement in
provision of spying technology shows that
it is not merely Chinese companies that
enable digital authoritarianism. Western
companies have been just as active.

Turkey made its first purchase from
Sandvine (then Procera) in 2014 after the
Gezi protests and corruption
investigations rocked the AKP
government the previous year. The
government later used these devices to
block websites, including Wikipedia, and
those belonging to unwanted entities,
such as independent news outlets and
certain opposition groups in later years.
The governments in the region including
Turkey have gathered widespread spying
and phishing capabilities sourced from
mostly Western companies. For example,
in Turkey, FinFisher used FinSpy in 2017 on
a Turkish website disguised as the
campaign website for the Turkish
opposition movement and enabled the
surveillance of political activists and ).



journalists. FinSpy allowed the MIT to locate people, monitor phone calls and chats
and mobile phone and computer data (ECCHR, 2023). This could link in with our
discussion in emulation more clearly as well regarding private companies being key
actors (Marczak et al., 2018

Urban Surveillance

Three high-definition video surveillance
cameras operated by the city police.
Photo: Dreamstime.



With the advance of CCTV and Al
technology, urban surveillance
capabilities have grown exponentially
over the past ten years. Dubbed as “safe”
or “smart” cities, these urban surveillance
projects are “mainly concerned with
automating the policing of society using
video cameras and other digital
technologies to monitor and diagnose
“suspicious behavior” (Kynge et al., 2021).
The concept of Smart city captures an
entire  range of ICT capabilities
implemented in an urban area. This might
start with the simple goal of bringing
internet connectivity and providing
electronic payment solutions for basic
services and evolve to establishing
Al-controlled surveillance systems, as we
have seen in many Chinese cities (Zeng,
2020). Smart cities deploy a host of ICT—
including high-speed communication
networks, sensors, and mobile phone
apps—to boost mobility and connectivity,
supercharge the digital economy,
increase energy efficiency, improve the
delivery of services, and generally raise
the level of their residents’ welfare (Hong,
2022). The ‘“smart” concept generally
involves gathering large amounts of data
to enhance various city functions. This can
include optimizing the use of utilities and
other services, reducing traffic congestion
and pollution, and ultimately
empowering both public authorities and
residents.

The rapid development of smart city
infrastructures across world has led to
controversies as critics argued that the
surveillance technology enables pervasive
collection, retention, and misuse of
personal data by everything from law
enforcement  agencies to private
companies. Moreover, in recent years,
China has been a major promoter of the
‘safe city’ concept that focuses on
surveillance-driven policing of urban
environments - a practice that has been
perfected in most Chinese cities (Triolo,
2020). Several Chinese companies have
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been at the forefront of China’s effort to
export its model of safe city: Huawei, ZTE
Corporation, Hangzhou Hikvision Digital
Technology, Zhejiang Dahua Technology,
Alibaba, and Tiandy (Yan, 2019).

China has been a significant exporter of
surveillance technology worldwide,
including to countries like Turkey. Chinese
firms such as Hikvision and Dahua have
supplied surveillance equipment,
including facial recognition systems, to
various nations. Reports indicate that
Turkey has utilized facial recognition
software to monitor and identify
individuals during protests (Radu, 2019;
Bozkurt, 2021).

Holistically, the global expansion of
China’s urban surveillance model sparks

significant concerns, particularly in
relation to its potential to increase
authoritarian practices in adopting
countries. In the absence of robust
counter mechanisms, the adoption of
Chinese surveillance model by
authoritarian states is only likely to
augment.

Strategic Digital Information
Operations (SDIOs)

Another interesting aspect of

authoritarian regimes is the use of digital
technologies in creating and spreading
pro-regime propaganda and conspiracy
narratives that benefit the regimes. This is
happening extensively in the region,
including Turkey, as a part of the
manipulation of the people in order to
impose control on them and silence the
opposition. The pro-regime propaganda
machine uses conspiracy theories with a
dual strategy, defensive and offensive, to
shape the public perception of the regime
Defensively, it seeks to portray the regime
as a legitimate national authority,
emphasising its adherence to the nation's
interests and well-being in a way that no
legitimate alternative is imaginable.
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In these narratives, leaders are portrayed
as heroic figures with exceptional
qualities, and the system is presented as
flawless and well-suited to the country's
needs. On the offensive front, the
propaganda machine works to discredit
any alternative to the current regime.
Opposition figures are either
assassinated, arrested or labelled as
traitors, criminals, or foreign agents so
they can be eliminated politically. To reach
to this end, conspiracy theories link
opposition figures to nefarious plots or
foreign intervention, thus undermining
the credibility of opposition narratives.

In recent years, propaganda and
conspiracy theories have played a
significant role in Turkey's political
landscape, influencing political narratives
and public opinion. The  Turkish
government, particularly under President
Erdogan and his ruling party (AKP), has
been known for using state-controlled or
pro-government media to push certain
narratives. The government's media
strategy includes promoting nationalistic
themes, highlighting Turkey's
achievements under AKP rule, and
portraying the government as the
protector of national interests against
both internal and external threats. The
government often emphasizes Turkey's
sovereignty and positions itself against
perceived Western interference, such as
criticisms from the European Union or the
United States. By doing so, it strengthens
a nationalist image, resonating with
citizens who view Turkey as being unfairly
targeted by foreign powers. Propaganda
often incorporates Islamic and
conservative values to appeal to the AKP's
core voter base. Erdogan's speeches and
media outlets supportive of the
government emphasize the defense of
Islamic culture and values, framing the
AKP as a protector of both religion and
national identity. Government narratives
frequently depict opposition groups as
threats to national stability.
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This includes not only political rivals but
also groups like the Kurdish population,
the Gulen movement (which is accused
by Erdogan regime of being behind the
2016 coup attempt), and the pro-Kurdish
HDP party, who are often associated with
terrorism or disloyalty.

Additionally, conspiracy theories have
been pervasive in Turkish political culture,
often used to explain domestic unrest or
justify political decisions. Here,
pro-government media often propagate
conspiracies about the opposition,
portraying them as aligned with foreign
powers or terrorist organizations. A
persistent theme in Turkish political
discourse is the idea that foreign powers
or global financial institutions are working
to undermine Turkey's economy and
political stability. Moreover, the failed
coup attempt in July 2016 became a fertile
ground for conspiracy theories. While the
Turkish government attributed the coup
attempt to Fethullah Gulen, a cleric who
lived in exile in the United States for
decades until his death, alternative
theories continue to circulate. Some claim
that foreign powers, particularly the US,
were involved in the coup plot, while
others suggest that elements within the
Turkish government may have allowed
the coup to proceed as a means to justify
a subsequent crackdown on opposition.
In the same vein, many conspiracy
theories center around the idea that
Western powers, particularly the US and
Europe, are conspiring against Turkey to
prevent it from becoming a major
regional power. These theories often cite
Turkey's geopolitical location, its military
interventions in the region, or its
aspirations to become an independent
economic powerhouse.

A significant portion of the mainstream
media Iin Turkey s either directly
controlled by the government or aligned
with it.



These outlets often echo government narratives, downplaying criticisms, and
emphasizing government achievements or conspiracy-laden stories about opposition
and foreign interference. Despite the dominance of pro-government media, social
media platforms have become spaces for both opposition voices and pro-government
voices. The government has sought to control these platforms through legal means,
introducing laws to regulate social media and threatening to block access to
platforms that do not comply with government requests to remove content.

Mechanisms of Diffusion

We observed that the diffusion of digital
authoritarianism occurs in three main
mechanisms: learning, emulation and
cooperative interdependence.

Learning

It has been widely argued that countries
across the globe learned from domestic
and foreign experience to adopt various
forms of digital authoritarian practices.
This is more prominent in countries
experiencing public unrest, like Turkey
and Egypt. For example, they both have
learned lessons from the Gezi Park and
Tahrir  Square protests, respectively.
Despite many indications to this effect, for
a long time there was a lack of smoking
gun evidence pointing at this type of
learning. In 2016, a series of leaked emails
from Erdogan's son-in-law and then
Energy Minister Berat Albayrak’'s account
revealed that in the aftermath of the Gezi
Park protests, the Erdogan regime
identified its lack of control of digital
space as a problem and sought solutions
in the form of "set[ting] up a team of
professional graphic designers, coders,
and former army officials who had
received training in psychological warfare"
(Akis, 2022). In later years, the regime built
one of the world’'s most extensive internet
surveillance networks on social media,
particularly on X, according to Norton
Symantec.
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In regard to external learning, China (and
Chinese companies) and Western private
companies have been at the forefront of
actors promoting internet censorship
practices. China has been not only a major
promoter but also a source of learning for
middle powers when it comes to internet
surveillance, data fusion, and Al. The
Shanghai  Cooperation  Organization
(SCO) has become a key vehicle that
drives these efforts. For example, during
the 2021 SCO summit, Chinese officials led
a panel titled the Thousand Cities
Strategic Algorithms, which trained the
international audience that included
many developing country representations
on developing a “national data brain” that
integrates various forms of financial and
personal data and uses artificial
intelligence to analyze it. The SCO website
reported that 50 countries are engaged in
discussions with the Thousand Cities

Strategic Algorithms initiative
(Ryan-Mosley, 2022). China has also been
active in providing media and
government  training programs to
representatives from BRI-affiliated
countries. In one prominent example,
Chinese Ministry of Public Security
instructed Meiya Pico, a Chinese
cybersecurity company, to train

government representatives from Turkey,
Pakistan, Egypt, and other countries on
digital forensics (see Weber, 2019: 9-11).



Moreover, the spread of internet
censorship and surveillance technologies
points to a highly probable learning event
facilitated by western corporate entities.
Specifically, Sandvine, NSO Group, and
their parent company Francisco Partners,
emerged at the center of the diffusion of
DPI technology in most Middle Eastern
countries except for Iran where the
company is not allowed to operate.
Recent revelations show that the
company has played a significant role in
facilitating the spread of ideas between
countries. Alexander Havang, the ex-Chief
Technical Officer of Sandvine, explained in
an internal newsletter addressed to the
company's employees that their
technology can appeal to governments
whose  surveillance  capacities are
hampered by encryption. Havang wrote
that Sandvine's equipment could “show
who's talking to who, for how long, and we
can try to discover online anonymous
identities who've uploaded incriminating
content online” (Gallagher, 2022).

The spread of DPI practices in general and
Sandvine's technology in particular is also
evidenced by the chronology of
acquisition by developing countries. The
list of countries contracted to buy
Sandvine's DPI technology includes
Turkey, Algeria, Afghanistan, Azerbaijan,
Egypt, Eritrea, Jordan, Kuwait, Pakistan,
Qatar, Russia, Sudan, Thailand, the United
Arab Emirates, and Uzbekistan (Gallagher,
2022). There is a clear trend here, both in
terms of regime susceptibility and
chronology of adoption. Turkey
purchased Sandvine's DPI technology
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in 2014, Egypt in 2016, and Pakistan did so
in 2018 (Malsin, 2018; Ali & Jahangir, 2019).
It is highly likely that later adopters of this
technology reviewed its performance in
early adopters and decided upon their
own adoption. We know from previous
research that private companies can
“influence the spread of state policies by
encouraging the exchange of substantive
and procedural information between
states” (Garrett & Jansa, 2015 39]).
Governments are required to understand
details about the content of a technology
and relevant institutional mechanisms to
use it effectively. Corporations facilitate
communication about these details. The
existence of extensive links between
Sandvine and authoritarian regimes, the
similarities of how the tech has been used,
and the sheer prominence of this
company and its technology demonstrate
a plausible argument for diffusion.

Using practice framework, we focus on
‘configurations of actors’ who are involved
in enabling authoritarianism (Glasius &
Michaelsen, 2018). In most instances,
these actors are not states, but private
companies (see Table 2). Moreover,
contrary to perceived active role of
Chinese companies, with the prime
exception of Iran, it was Western tech
companies that provided most of the
high-tech surveillance and censorship
capabilities to authoritarian regimes in
the Muslim world including Turkey. These
included, inter alia, US-Canadian
company Sandvine, Israeli NSO Group,
German FinFisher and Finland's Nokia
Networks.



Table 2. State-Company Relations

Company

SandvinefProcera

FinSpy

Hacking Team

Nokia-Siemens

Huawei

Dahua

ZTE

Hikvision

Qrigin

Canada-US

Germany

Italy

Finland

China

China

China

China

Main Operation

Deep Packet Inspection

Monitorfintercept internet traffic,
phishing

Same as FinSpy

Intercept phone communications

loT, 5G Infrastructure

Safe City Surveillance

Deep Packet Inspection

Urban surveillance, CCTV

Destination Countries & First Contracts a9
Turkey, Pakistan, Egypt (Algeria, Afghanistan, Azerbaijan,
Egypt, Jordan, Kuwait, Pakistan, Qatar, Sudan, Turkey,
UAE, Uzbekistan)

Egypt

Turkey, Egypt (Bahrain, Egypt, Kazakhstan, Morocco,
Saudi Arabia, Sudan, Azerbaijan)

Egypt

Turkey, Pakistan, Egypt, Iran

Iran

Iran

Turkey, Pakistan, Iran

Tiandy China CCTV, Al software

Emulation

There's evidence that authoritarian
countries in the region like Turkey have
emulated major powers, as well as each

other, when it comes to internet
censorship practices. Among other
things, homophily of actors played

important role as actors prefer to emulate
models from reference groups of actors
with whom they share similar cultural or
social attributes (Elkins & Simmons, 2005).
Political alignment and proximity among
nations foster communication and the
exchange of information (Rogers, 2010).
We observe the influence of this dynamic
between China and Russia, and political
regimes in the Muslim world who are
susceptible to authoritarian forms of
governance to varying degrees.

Research noted that states tend to
harmonize their policy approaches to
align with the prevailing norms of the
contemporary global community,
irrespective of whether these specific
policies or institutional frameworks align
with local conditions or provide effective
solutions. Notably, since most transfers
originate from the core to the periphery,
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Iran

policy transfers to developing regions
might be ill-suited and consequently
ineffective.  There's  evidence  that
adoption of city surveillance is driven by
the desire for conformity rather than the
search for effective solutions. China's
CCTV-smart city solutions are considered
in the region to be “bold innovations” as
they've gathered disproportionate
attention from the developing countries
across the world. However, there's
evidence that the countries adopt this
technology because of their apparent
promise rather than demonstrated
success. For example, there has been a
controversy about whether Huawei's safe
city infrastructure actually helps to reduce
urban crime. In a dubious presentation in
2019, Huawei claimed that its safe city
systems have been highly effective in
reducing crime, increasing the case
clearance rate, reducing emergency
response time, and increasing citizen
satisfaction. However, research by CSIS
revealed that these numbers have been
grossly exaggerated if not completely
fabricated (Hillman & McCalpin, 2019).



Emulation and learning appear to be the
major mechanisms through which such
practices spread. First, by demonstrating
the effectiveness of disinformation
campaigns and propaganda - such as
Russian interference in US presidential
elections in 2016 and China's propaganda
around the Covid-19 pandemic - these
countries have shown other regimes that
similar tactics can be used to control their
own populations and advance their
interests (Jones, 2022). Second, China and
Russia have acted as important sources of
learning for authoritarian regimes. China
has hosted thousands of foreign officials
and members of media from BRI
countries in various training programs on
media and information management
since 2017 (Freedom House, 2022). For
example, in 2017, China's Cyberspace
Administration held cyberspace
management seminars for officials from
BRI countries. Chinese data-mining
company iiMedia presented its media
management platform which is
advertised as offering comprehensive
control of public opinion, including
providing early-warnings for “negative”
public opinions and helping guide the
promotion of “positive energy” online
(Laskai, 2019).

The governments in the Muslim world
learned how to use the social media and
other digital technologies for ‘flooding,
which helps strengthen and legitimize
their political regime. This is a part of a
broader objective of shaping the
information environment domestically
and internationally (Mir et al.,, 2022). At
home, these governments are attempting
to mold their citizens' conduct online.
They hired social media consultants and
influencers to do their propaganda. They
learned how to flood the information
space with propaganda narratives using
troll farms and bots. For example, in
Turkey, the AKP government created a
massive troll army in response to the Gezi
Protests in 2013..
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A 2016 study published by the cyber
security company Norton Symantec shows
that among countries in Europe, the
Middle East and Africa, Turkey is the
country with the most bot accounts on
Twitter (Akis, 2022). In 2020, Twitter
announced that it was suspending 7,340
fake accounts that had shared over 37
million tweets from its platform. Twitter
attributed the network of accounts to the
youth wing of the ruling AKP.

Through the aforementioned techniques,
Turkey moved beyond strategies of
“negative control” of the internet, in which
the government attempt to block, censor,
and suppress the flow of communication,
and toward strategies of proactive
co-optation in which social media serves
regime objective. The opposite of internet
freedom, therefore, is not necessarily
internet censorship but a deceptive blend
of control, co-option, and manipulation. As
the public debate is seeded with such
disinformation, this makes it hard for the
governments’' opponents to convince their
supporters and mobilize (Gunitsky, 2020).

Here, the practices appear to be a mixed
bag of diffusion, convergence and even
innovation on the part of some regional
countries. There is some proof of learning
on the part of the Turkish regime: Berat
Albayrak's emails reveal the government’s
learning from the Gezi protests and
intentional establishment of their own troll
farms (Akis, 2022). Similarly, the Sisi regime
learnt from the Arab Spring protests as
well. While it is hard to find a smoking gun
evidence of these regimes copying Russian
or Chinese playbook, extensive links
between some of these countries (such as
Pakistan and Turkey), as well as between
some of these countries and Russia/China
(Turkey and Russia; China and
Pakistan/Iran) brings some evidence of
diffusion



Cooperative Interdependence

Nested dolls depicting authoritarian and populist leaders Viadimir Putin,
Donald Trump, and Recep Tayyip Erdogan displayed among souvenirs in
Moscow on July 7, 2018. Photo: Shutterstock.

We have observed that a cooperative
interdependence has been at play when it

comes to the diffusion of internet
censorship practices from China to
developing countries. Countries like

Turkey are facing serious economic
challenges and are in dire need of foreign
direct investment. When tracing China’s
technology transfer in these countries, a
common thread emerges that tie most of
the Chinese engagement to various forms
of aid, trade negotiations, or grants.
Prominently, China uses its Digital Silk
Road (DSR) concept under the banner of
the Belt and Road Initiative (BRI) to push
for adoption of its technological
infrastructure and accompanying policies
of surveillance and censorship in digital
and urban environments (Hillman, 2021).
For example, at the 2017 World Internet
Conference in China, representatives from
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Turkey, Egypt, Saudi Arabia, and the UAE
signed a "Proposal for International
Cooperation on the 'One Belt, One Road'
Digital Economy,” an agreement to
construct the DSR to improve digital
connectivity and e-commerce
cooperation (Laskai, 2019). The core
components of the DSR initiative are
smart (or ‘“safe cities”"), internet
infrastructure, and mobile networks..

We do not argue that China is “forcing”

these countries to adopt internet
censorship practices. Rather, a
cooperative  interdependence  works

through changing incentive structures of
BRI-connected states where financial
incentives by China, coupled with
technology transfer, promote China's
practical approach to managing the
cyberspace as well.



Indeed, BRI's digital dimensions include
many projects such as 5G networks, smart
city projects, fiber optic cables, data
centers, satellites, and devices that
connect to these systems. In addition to
having commercial value in terms of
expanding China’s business of
information technology, these
far-reaching technologies have strategic
benefit as they help the country achieve
geoeconomic and geopolitical objectives
that involve promotion of digital
authoritarian practices and Chinese
model of internet governance (Malena,
2021; Tang, 2020).

For example, Huawei's growing influence
in Turkey, and other regional countries
such as lIran, Egypt, Pakistan, and
particularly in the context of building their
5G infrastructure, is tied to these
countries’ involvement in DSR projects. As
mentioned above, all the
abovementioned countries have signed
agreements to cooperate with Huawei to
build their 5G infrastructure. The latter is
not merely an advanced technology, but
also a vehicle of promoting an entire legal
and institutional infrastructure for China.
IN 2017 the Standardization
Administration of China (SAC) released
the “BRI Connectivity and Standards
Action Plan 2018-2020" which aims at
promoting Chinese technical standards
and improving related policies among
BRI-recipient states across technologies
including Al, 5G, and satellite navigation
systems (Malena, 2021).

Cooperative interdependence such as
loans, commercial diplomacy and other
state initiatives are prominent
mechanisms through which China
spreads its urban surveillance practices.
The Table 2 also demonstrates this
process.

In the Muslim world, countries converged
on importing China’'s smart city platforms
in recent years. A close collaboration
between Chinese technology companies
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and authoritarian governments has led to
the development of smart city
infrastructures in multiple urban settings.
Several Chinese companies have been at
the forefront of this endeavor: Huawei,
Hikvision, ZTE Corporation, Alibaba,
Dahua Technology, and Tiandy (Yan, 2019).
Huawei is a key source of diffusion of
urban surveillance practices.

Huawei has established partnerships with
major Turkish telecom companies,
Turkcell and Vodafone TR, to implement
smart city technologies in Samsun and
Istanbul, respectively (KOTRA, 2021).
Additionally, Turkey hosts one of Huawei's
19 global Research and Development
centers. In 2020, Turkcell became the first
telecom operator outside China to adopt
Huawei's mobile app infrastructure, a
system developed by Huawei in response
to US sanctions that limited the use of
certain Google software on Huawei
devices. In 2022, Turk Telekom signed a
contract with Huawei to build Turkey's
complete 5G network (Hurriyet, 2022). This
infrastructure, known as Huawei Mobile
Services (HMS), encompasses a suite of
applications, cloud services, and an app

store, which Huawei describes as "a
collection of apps, services, device
integrations, and cloud capabilities

supporting its ecosystem" (Huawei, 2022).

Countries have also emulated China as
the role model when it comes to urban
surveillance practices. Indeed, China's
influence was highly discernible in the
area of urban surveillance, where it has
emerged as a role model and a key
provider of high-tech tools (Germano et
al., 2023). To begin with, there are
extensive linkages between sender
(mostly China) and adopter countries in
political and economic areas. These
include the growing presence of China in
regional economies, participation in
China-dominated organizations such as
the Shanghai Cooperation Organization
(SCO), and cooperation with China on
internet governance issues such as the
statement in the UN by several countries.



Moreover, China has long acted as a laboratory to observe the results of its unique blend
of high-tech authoritarianism that combined extensive urban surveillance with control of
the internet under the pretext of national security and sovereignty (see Mueller, 2020).
The perceived success of Chinese officials in curbing crime, ensuring stability and
efficient management of urban settings, including their draconian measures to control
the spread of COVID-19, have elevated China as a role model to be emulated by many
authoritarian countries, including those in the Muslim world (Barker, 2021).

The table below demonstrates China's role in the diffusion of digital authoritarianism in

the region including Turkey:

Table 3. China's Role in the Diffusion of Digital Authoritarian Practices

Country Pakistan Iran

China-Pakistan Economic
Corridor, Digital Silk Road,

SC0 member obsarver

Urban Surveillance Huawei Safe City Solutions,

Hikvision CCTV cameras

cameras

Internet Censorship

and Surveillance

56 Infrastructure Huawei 5G Infrastructure

Conclusion

This research illustrates how Turkey's
adoption of digital authoritarian practices
—encompassing restrictive legal
frameworks, internet censorship, urban
surveillance, and  strategic digital
information operations—has been
propelled by a combination of learning
from domestic unrest, emulating
paradigms set by major authoritarian

players like China and Russia, and
capitalizing on cooperative
interdependence forged through

economic and strategic partnerships.
Despite Turkey's NATO membership and
other Western affiliations, the
government has selectively borrowed
from authoritarian models, integrating
advanced surveillance technologies and
normative frameworks that restrict civic
freedoms in the digital realm. In this
ecosystem, private Western companies,
operating with limited oversight, have
facilitated the supply of censorship and
surveillance tools, challenging
conventional expectations that illiberal

Strategic Partnership deal,
Digital Silk Road, SCO

Dahua Safe City Solutions,
Hikwvision, Tiandy CCTVY

Huawei 5G Infrastructure

18

Turkey Egypt

Belt and Road Initiative,
Middle Corridor, SCO

Dialogue partner

Belt and Road Initiative, SCO

Dizlogue partner

Hikvision CCTV cameras Hikvision CCTV cameras

ZTE Deep Packet Inspection

Huawei 5G Infrastructure Huawei 5G Infrastructure

digital governance is
state-driven.

primarily

These findings highlight the urgent need
to establish robust international cyber
norms and regulations that delineate
clear boundaries on digital governance,
particularly in states with deep ties to the
West. Multilateral fora, including the
United Nations and the Council of Europe,
can take the lead by defining the scope of
“digital  authoritarianism,” instituting
transparent guidelines on surveillance
exports, and ensuring that technology
providers are held accountable for the
potential misuse of their products.
Greater emphasis on privacy protections
and digital rights is equally critical, calling
for comprehensive legislation within
Turkey that shields citizens from
unwarranted data collection. Support
from the international community—
through funding, awareness campaigns,
and legal assistance—can empower local
civil society groups to advocate for these



rights, educate citizens on online privacy,
and hold authorities to account.

A second imperative is responsible
corporate behavior, where companies
must be compelled—via legal and
reputational mechanisms—to adhere to
human rights standards and disclose how
their technologies are deployed in
countries like Turkey. Establishing an
independent monitoring entity to track
repressive digital practices, publicize
violations, and elevate them to
international organizations can reinforce
such accountability. Equally important,
regional and global cooperation on digital
freedom can help counter Turkey's
authoritarian trajectory; governments
committed to open societies should
launch joint initiatives aimed at improving
cybersecurity, combating disinformation,
and expanding transparent governance
models that respect human rights.
Technical assistance and
knowledge-sharing will be particularly
valuable where Turkey's domestic
institutions seek alternatives to purely
repressive tools.

Moreover, economic incentives can be
used strategically to steer Turkey away
from partnerships  that reinforce
authoritarian tendencies. By prioritizing
trade relationships and development aid
tied to ethical technology practices, major

economic powers and international
financial institutions can encourage
Turkey to align more closely with
suppliers committed to democratic

values. Such an approach has the added
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benefit of opening the market to
innovators developing privacy-enhancing

products, thus providing viable
alternatives to invasive surveillance
systems. Finally, the use of strategic

diplomatic channels remains a powerful
lever. Dialogue within NATO, discussions
at the European Union level, and broader
diplomatic engagements allow Turkey's
partners to advocate for transparent,
responsible  digital practices. Joint
resolutions or multilateral condemnations
of authoritarian behaviors can further
raise the political costs of continued

repression.

Taken together, these initiatives
underscore that countering digital
authoritarianism in Turkey requires a
proactive, holistic strategy. While local
factors—such as domestic protest
movements and longstanding elite

interests—play a crucial role, the role of
international actors and private
corporations is equally significant. Each
dimension, whether it be legal reform,
corporate accountability, economic
leverage, or diplomatic pressure, offers a
piece of the puzzle. Coordinated action
that weaves these elements into a
cohesive approach is essential not only for
Turkey but for the broader effort to
preserve the open, rights-respecting
nature of the global digital landscape. By
challenging the unchecked diffusion of
repressive technologies and policies, the
international community can mitigate
the risks posed by an ever-expanding
authoritarian playbook and ensure that
the internet remains a domain of freedom
and democratic possibility.
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